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GIRIiS
PREAMBLE

Bu calisma 6698 Sayili Kisisel \erilerin Korunmasi Kanunu ve ilgili mevzuat
geregince sirketlerin yapmasi gereken degisiklikler, surecler, takip edilecek yollar1
gostermek amaciyla yapilmis olan bir ¢alismadir.

This work sets forth the amendments, processes, methods to be followed by the
companies as per Personal Data Protection Law no. 6698 and the relevant legislation.

Isbu Politika, sirketler tarafindan kisisel verilerin korunmasi ve hukuka uygun
islenmesi i¢in benimsenecek ve igsellestirilecek idari yapi, sreg¢ ve prosedirleri ifade
etmektedir.

This Policy refers to an administrative structure, process and procedures to be
adopted and internalized for protecting and processing the personal data in
compliance with the law by the companies.

Isbu Politika’nin amaci, kisisel verilerin giivenligi ve korunmasi hususunda gerekli
teknik ve idari Onlemlerin alinarak, kisisel verilerin 6698 Sayili Kisisel Verilerin
Korunmasi Kanunu’na (“KVKK” veya “Kanun”) uyumlu olarak islenmesinin ve
tutulmasinin igsellestirilmesi ve galisanlar ve tlm is ortaklarinda gerekli farkindaligin
yaratilarak Kanun’a uyum saglanmasidir.

Purpose of this Law is to ensure internalization of processing and retention of the
personal data in compliance with Personal Data Protection Law no. 6698 ("KVKK" or
"Law") by adopting required technical and administrative measures in the field of
safety and protection of personal data and to adapt to the Law by raising required
awareness in all business partners.

Sirketlerin is ve islemleri suresince kisisel verilerin yasal gerekliliklere uygun olarak
ele alinmasi1 ve uygunlugun saglanmasi amaciyla hem kendi iginde hem de mumkiin
oldugu surece Sirketlerin verileri dahil bunlar tarafindan saglanan verileri isleyen
Uclinct  kisiler tarafindan makul adimlarin atilmasin1  saglama sorumlulugu
bulunmaktadir.
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The Companies are responsible for ensuring taking reasonable steps by third parties
processing the data provided by the companies including their data within their bodies
and as far as possible for procuring handling of the personal data in compliance with
the legal requirements and their compliance throughout the works and procedures.

Sirketler bu sorumlulugunun bilinci icerisinde verilerin Kanun’un gerektirdigi 6l¢tde
glvenle korunmasi i¢in gereken adimlari uygulamalidirlar.

The Companies should implement the required steps for protecting the data in
confidence to be extent required by the law by being aware of this responsibility.

TANIMLAR
DEFINITIONS

Sirket: Sirket toplulugu, istirakler, isbirligi i¢indeki sirket v.b. ifade etmektedir.

Company: refers to the Company Group, affiliates and the company within the
collaboration.

Veri: Elektronik olarak bilgisayarda ya da bir takim kagit bazli dosyalama
sistemlerinde saklanan bilgileri ifade etmektedir.

Data: refers to the information stored electronically in a computer or a series of
paper-based filing system.

Kisisel Veri: Kimligi belirli veya belirlenebilir gercek kisiye iligkin her tlrli bilgiyi
iIfade etmektedir. Sirketler, miisteri tercihlerini anlamak ve daha iyi hizmet vermek ve
benzeri amagclar ile internet siteleri araciligiyla, genel olarak “web kayit bilgisi" adi
verilen verileri (kullanicilarin internet tarayicilarina, mobil cihazlarina, isletim
sistemine, ziyaret ettigi sayfalara, bu sayfalara eristigi diger internet sayfalarina, ilgili
internet sitesini ziyaret ettigi tarih ve zamana, ziyaret edilen spesifik sayfalara ve daha
fazlasina ait bilgiler ve benzerlerini) toplayabilir ve internet sitesinde yer alan
sayfalarm ziyaret edilmesi halinde, cerezleri (cookies) kullanabilir. Bu kapsamda
Kisisel Veri elde edilmesi ya da bu yol ile toplanan verilerin birlikte islenmesi halinde
belirli bir kisiye isaret etmeleri durumunda, cerezler ve web kayit bilgileri de isbu
Politika’ya tabi olacaktir.

Personal Data: refers to any information related to the identified or identifiable real
person. The Companies may collect the data called "web internet sites" through
Internet web sites for the purpose of understanding the customer preferences and
providing better service and similar purposes thereof (the information and like
pertaining to Internet browsers of users, mobile devices, operating system, visited
pages, other Internet pages accessed to these pages, date and time visiting the relevant
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Internet web site, visited specific pages and more information and may use the cookies
for visiting the pages on the web site. In this context, the cookies and web registry
information shall subject to this Policy if Personal data is obtained or the data
collected by this means is processed together when they signal a specific person.

Ozel Nitelikli / Hassas Kisisel Veri: Irka, etnik kokene, siyasi diisiincelere, felsefi
inanca, dine, mezhebe veya diger inanclara, kilik ve kiyafete, dernek, vakif ya da
sendika Uyeliklerine, sagliga, cinsel hayata, ceza mahkdmiyeti ve guvenlik tedbirlerine
ve biyometrik verilere iliskin verileri ifade etmektedir. Hassas veriler sadece siki
sartlar altinda islenebilirler ve islenmesi genellikle veri sahibinin agik rizasimm
gerektirmektedir.

Special Quality / Sensitive personal data: refers to the data relating to race, ethnic
origin, political opinion, philosophical belief, religion, sect or other beliefs, costumes
and outfit, associations or foundations or trade union membership, health, sexual life,
criminal conviction and safety measures and biometric data. Sensitive data can only
be processed under strict conditions and their processing often requires the express
consent of the data owner.

Veri Tlgilisi veya Sahipleri: Kisisel Verileri sirket tarafindan islenen calisanlar dahil
tim gercek kisileri kapsamaktadir. Veri sahibi Turk vatandasi olmak ya da Tiirkiye’de
ikamet etmek zorunda degildir. TUm veri sahipleri, kendi kisisel verilerine iligkin yasal
haklara sahiptir.

Data Relevant Person or Owners: Personal data covers all real persons including the
employees processed by the Company. Data owner does not have to be a Turkish
citizen or does not have to reside in Turkey. All data owners are entitled legal rights
relating to their personal data.

Veri Sorumlusu: Kisisel verilerin isleme amaclarini ve vasitalarimi belirleyen, veri
kayit sisteminin kurulmasindan ve yoOnetilmesinden sorumlu olan gercek veya tizel
kigiyi ifade etmektedir. Bu kisilerin, Kanun’a uygun olarak uygulamalar ve ilkeler
belirlemek yonunde sorumluluklar1 vardir. Sirketin is slreclerinde kullanilan tim
kisisel verilere iliskin veri sorumlusu ilgili Sirket olmaktadir.

Data Officer: refers to the real or legal person responsible for identifying the
purposes and means of personal data processing and installing and managing data
registry system. These persons have responsibilities such as identifying applications
and principles in compliance with the Law. Data responsible person with regard to all
personal data used in the business processes of the Company is the relevant Company.
Veri Isleyen: Bir veri sorumlusu tarafindan verilen yetkiye dayanarak ve onun adima
veri isleyen herhangi bir kisidir. Veri sorumlusunun ¢alisanlar bu tanimin disindadir,
ancak uygulanabilir olmasi halinde, Sirket adina kisisel veri isleyen tedarikciler, is
ortaklart ve diger tglncu kisiler bu tanima dahil edilebilir.
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Data Processor: refers to any person processing data based on the power granted by a
data owner or on its behalf. Employees of data supervisor are outside of this
definition; however, if applicable, the suppliers processing personal data on behalf of
the Company, business partners and other third parties can be included in this
definition.

Veri Isleme / isleme: Veri kullanimina iliskin her tirli aktiviteyi kapsamaktadur.
Verinin elde edilmesi, kaydedilmesi ya da tutulmasini, ya da veriyi dizenlenme,
degistirme, geri alma, kullanma, agiklama, silme ya da yok etme de dahil olmak Uzere
veri Uzerinde ydritulen bir veya bir takim islemleri icerir. Verinin tglncl kisilere
aktarilmasi da verinin islenmesi anlamina gelmektedir.

Data Processing/Processing: It covers all kinds of activities relating to data use. It
includes one or a set of procedures executed over the data including acquisition,
recording or retention of data or data editing, changing, retrieval, use, description,
erasing or destruction. Transfer of data to third parties refers to the processing of
data.

POLITIKANIN AMACI
PURPOSE OF POLICY

Isbu Politika ile amaclanan, Sirket tarafindan Kanun’a uyum icin gerekli
dizenlemelerin  Sirket bunyesinde benimsenmesinin  saglanmasi, uygulanacak
politikalarin dlzenlenmesi ve istirakler arasinda bir birligin olusturulmasidir. Bu
baglamda Politika, Kanun wve ilgili mevzuat tarafindan konulan kurallarin Sirket
tarafindan nasil uygulandigina / uygulayacagina iliskin temel ve tim is birimleri igin
gecerli kurallar ve ilkelerin belirlenmesidir.

It is aimed with this Policy to ensure adoption of requirement arrangements within the
Company for compliance with the Law by the Company, to arrange applicable policies
and form a union between the affiliates. In this context, it is to set forth applicable
rules and principles for key and all business units relating to how the rules imposed by
the Policy, Law and relevant legislation have been applied/shall be applied.

Sirket, tum i¢ slreclerini Politika’ya uygun hale getirmelidir. Politika’ya uyum igin
gerekli duzenlemeler yapilmali ve belirli araliklara Politika’ya uyum konusunda,
denetim mekanizmalarin1 isleterek Politika’ya uyumun devamliligi saglanmalidir.
Konu ile ilgili tim calisanlarin Politika’ya uyumunu teyit edecek ve degisiklikler
hakkinda tim ilgililerin bilgilendirilmesi gerekecektir. Degisen ve yenilenen sireglere,
en kisa surede uyum gosterilmesi icin sirket ici egitimler diizenlenmeli ve konu ile
ilgili tim c¢aliganlar nezdinde tlim sirecin Kanun’a uygun ydrdttlmelidir.
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The Company should adapt all internal processes in compliance with the Policy.
Necessary arrangements should be made for compliance with the Policy and
continuity of compliance with the Policy should be ensured by operating inspection
mechanisms in the issue of compliance with the Policy in specific intervals. All
employees relating to the subject should verify their compliance with the Policy and
all relevant persons should be informed regarding the changes. In-house training
should be arranged for showing compliance with the changed and renewed processes
within the shortest time possible and entire process within all employees should be
executed in compliance with the Law relating to the issue.

Bu Politika ile Sirket’in Kanun ve ilgili mevzuat kapsaminda gerekli idari yap1, sureg
ve prosedirlerin olusturulup, Kisisel Verilerin giivenligi ve korunmasi hususunda
gerekli teknik ve idari onlemlerin alinmasi saglanarak, Kisisel Verilerin Kanun’a
uyumlu sekilde islenmesinin ve tutulmasinin igsellestirilmesi, ¢alisanlar ve tim is
ortaklarinda gerekli farkindaligin yaratilarak, Kanun’a uyum saglanmalidir.

With this Policy, required administrative structure, process and procedures should be
formed within the Law and the relevant legislation of the Company and it should be
ensured that required technical and administrative measures are taken in the issue of
safety and protection of personal data and processing and retention of claimant of
precautionary attachment in compliance with the Law should be internalized and
required awareness should be raised in all employees and all business partners and
compliance with the Law should be ensured.

|. KISISEL VERILERIN iISLENMESINE ILISKIN iILKELER
I. PRINCIPLES RELATING TO PROCESSING PERSONAL DATA

Sirket, Kisisel Verilerin Kanun ve ilgili mevzuatta 6ngorilen genel ilkelere uygun
olarak islenmesi amac¢lanmalidir. Bu kapsamda, Sirket tarafindan Kisisel \eriler;

It should be aimed by the Company to process the personal data in compliance with
the general principles stipulated in the relevant legislation and the Personal Data
Law. In this context, personal data by the company

a) Hukuka ve iyi niyete uygun olarak islenmelidir:
a) should be processed in accordance with the law and in good faith:

- Bu ilkenin amaci Kisisel Verinin islenmesi Onlemek degil, Kisisel \erilerin
islenmesinin durGstlik kurallarma ve hukuka uygun, Veri Ilgisinin haklarmi olumsuz
sekilde etkilemeyecek sekilde yapildigindan emin olmaktir.

- Purpose of this policy is to ensure that processing of personal data is performed in
compliance with integrity rules and law and in a manner that shall not adversely
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impact the right of the data relevant person other than preventing processing personal
data.

- Veri Sahibine, Veri Sorumlusunun kim oldugu, verinin Sirket tarafindan hangi
amacla islenecegi, verinin agiklanabilecegi veya aktarilabilecegi kisilerin kimligi ve bu
veri sahibinin haklar1 séylenmelidir.

- Data Owner should be informed of the fact that who the Data Supervisor is, with
what purpose the data is to be processed by the Company, the identity of the person to
whom data is to be disclosed or can be transferred and the rights of this data owner.

-Kisisel Verinin hukuka uygun olarak islenebilmesi igin bir takim sartlarin saglanmasi
gerekir. Bunlar, digerlerinin yani sira, Veri Sahibinin Kisisel Verilerinin iglenmesine
riza gostermis olmasi ya da islemenin Veri Sorumlusunun veya verinin agiklandigi
uclincl kisinin mesru menfaati kapsaminda gerekli olmas1 gibi gereklilikleri igerebilir.
Baz1 durumlarda Veri Sahibinin ilgili verinin islenmesine iliskin agik onay vermesi
gerekebilir.

-A set of requirements should be met for processing personal data in compliance with
the law. These, inter alia, may incorporate the requirements indicating that Data
Owner should give its consent to data processing or processing is required within the
scope of legitimate interest of third parties to which data is to be disclosed or Data
Supervisor. In some cases, Data Owner should give express consent relating to
processing of the relevant data.

-Kisisel Veriler, Veri Sahibinin agik rizasi halinde isleme hari¢ olarak, ancak islemenin
kanunlarda acgikca Ongoriilmiis olmasi; fiili imkansizlik nedeniyle rizasim
aciklayamayacak durumunda bulunan veya rizasina hukuki gecerlilik taninmayan
kisinin kendisinin ya da bir bagkasinin hayat1 veya beden biitiinliigliniin korunmasi igin
zorunlu olmasi; bir sézlesmenin kurulmas: veya ifasiyla dogrudan dogruya ilgili
olmasi kaydiyla, sozlesmenin taraflarina ait kisisel verilerin islenmesinin gerekli
olmasi; iglemenin veri sorumlusunun hukuki yiikiimliiligiinii yerine getirebilmesi igin
zorunlu olmasi; islenen verinin ilgili kisinin kendisi tarafindan alenilestirilmis olmast;
islemenin bir hakkin tesisi, kullanilmasi veya korunmasi igin zorunlu olmasi; ilgili
kisinin temel hak wve ozgulrliklerine zarar vermemek kaydiyla, islemenin veri
sorumlusunun mesru menfaatleri igin zorunlu olmasi hallerinden birinin varligi halinde
islenecektir. Ancak Kisisel Verilerin islenmesine iliskin burada sinirli olarak sayilan
istisnalar kapsaminda islenen verilerin Veri llgililerine, Kanun’un 16. Maddesi
uyarinca Ongorilen Aydinlatma Yikimliligi’'ni kapsayacak sekilde bilgilendirme
yapilmali, s6z konusu bilgilendirme ile Kisisel \Verilerin Sirket tarafindan isbu Politika
uyarinca islendigi konusunda bilgi verilmeli ve verilerin Kanun, ilgili mevzuat ve isbu
Politika’ya uygun olarak islendigi teyit edilmelidir.
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- Provided that the processing transaction is expressly stipulated in the laws except for
the transaction if the Data Owner gives an express consent, if it is mandatory for life
or body of the person or another person is to be protected, to which legal validity is
recognized to its consent or with incapacity to disclose its consent; it is directly in
relation to establishment or performance of the contract directly, processing is
mandatory in order for fulfilling legal obligation of data supervisor, processed data is
made public by the relevant person, a processing is mandatory to establish, use or
protect one right of processing; it shall not prejudice the fundamental rights and
freedoms of the relevant person, in case of availability of one of the mandatory cases
for legal interest of data supervisor. However, information should be provided in a
manner that shall cover disclosure requirement provided as per Article 16 of the Law
to the Data Relevant Persons in regard to the data processed within the scope of the
exceptions referred limited to here in relation to the processing of personal data and
the information should be provided in the issue indicating that the personal data is
processed as per this Policy with the said information and the data should be verified
that they are processed in compliance with the Law, the relevant legislation and this
Policy.

- Sirket, bu cercevede, Kanun’daki dizenlemelere uyum icin gerekli strecleri
olusturmalidir.

- The Company, within this framework, should create required processes for
regulatory compliance in the Law.

b) Belirli, acik ve mesru amaglar icin islenmelidir:
b) should be processed for specific, clear and legitimate purposes:

- Kisisel Veri, verinin ilk toplandigi sirada Veri Sahibine bildirilen belirli amaglar
cercevesinde ya da Kanun tarafindan Ozellikle izin verilen herhangi baska bir amagla
islenebilir. Bu, Kisisel Verinin belirli bir amag igin toplanip, sonradan baska bir amag
icin kullanilamayacagi anlamima gelir. Eger Kisisel \erinin islenme amacinin
degistirilmesi zorunlu hale gelirse, Kisisel Veri islenmeden 6nce veri sahibinin soz
konusu yeni isleme amacindan haberdar edilmesi gerekir.

- Personal data may be processed for another purpose permitted specifically by the
Law or within the framework of specific purposes notified to the Data Owner during
the first collection of data. This means that Personal data is collected for a specific
purpose and may not be used for another purpose. If it becomes necessary to change
the purpose of processing the personal data, the data owner should be informed of the
purpose of new processing in question prior to processing personal data.
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¢) Smmirh, 6lctlt ve amag icgin gerekli sekilde islenmelidir:
¢) should be processed as required for purpose and in limited, moderate manner:

- Kisisel veri, sadece Veri Sahibine bildirilen belirli amacin gerektirdigi Olcude
toplanmalidir. Bu amag icin gerekli olmayan herhangi bir verinin toplanmamasi
gerekir. Tum calisanlar gerekli olmayan kisisel verileri almaktan kag¢inmalidir.
Tedarikgilerle/tglinct kisilerle imzalanan soézlesmeler de bu kurali yiiriirliige koyan
mekanizmalar igermelidir.

- Personal data should be collected to the extent required by specific purpose notified
to the Data Owner only. Any data not required for this purpose may be required to not
to be collected. All employees should avoid receiving personal data that is not
necessary. The contracts executed with suppliers/third parties should include the
mechanisms putting this rule into force.

d) Dogru ve gerektiginde giincel olmahidir:
d) should be accurate and up to date when necessary:

- Veri Sahiplerinin verilerini glincellemeleri i¢in olanaklar taninmali ve bu olanaklar
konusunda Veri Sahipleri bilgilendirilmelidir. Kisisel verilerin alinmasi sirasinda,
glincelleme streclerine iliskin Veri Sahiplerine bilgi verilmelidir. Calisanlar tarafindan
da belirli araliklarla verilerin giincelligi teyit edilmeli ve glincel olmayan veya giincel
olarak islenmesinde yarar gorilmeyen tiim veriler, guncellenme imkani s6z konusu
degil ise silinmeli ya da anonim hale getirilmelidir.

- Possibilities should be recognized for the Data Owners to update their date and the
Data Owners should be informed in the issue of these possibilities. The Data Owner
should be informed in relation to update processes during reception of personal data.
Up to date condition of date should be periodically verified by employees and all data
that is not useful for processing either in up to date or non-up to date condition should
be erased or anonymized if there is no possibility of an update.

e) Ilgili mevzuat uyarinca éngoriilmiis siireden ya da veri toplama amacinin
zorunlu kildigr stireden fazla tutulmamah / saklanmamal ve arsivlenmemelidir:
e) should not be kept/stored or archived more than the period obligated by the
purpose of data collection or the period stipulated as per the relevant legislation:

- Kisisel Veri, amacin gerektirdiginden daha uzun sire tutulmamalidir. Baska bir

deyisle, kisisel verilerin islenmesi arttk gerekli olmadiginda veya ihtiyag
kalmadiginda, kisisel veriler yok edilmeli ya da Sirket’in sistemlerinden silinmelidir
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veya anonim hale getirilmelidir. Kisisel Verinin gelecekte kullanilmasi gerekebilecegi
varsayimi ile saklanmamasi ve arsivlenmemesi gerekmektedir.

- Personal data should not be kept longer than required by its purpose. In other words,
if the processing of personal data is no longer required or needed, personal data
should be disposed of or should be erased from the systems of the Company or should
be anonymized. Personal data should not be kept and archived with the assumption
that it may be required to be re-used in the future.

- Her bir is birimi, farkli tlrdeki Kisisel Verilerin islenmesi icin gerekli sureyi
degerlendirmeli ve gerekli strenin ne kadar oldugunu yazili sekilde belirlemelidir. Bu
sure, islemenin amaci geregince is biriminin veriyi tutmasini gerektiren sureyi
asmamalidir.

- Each business unit should consider the required period for personal data personal
data in different types and should designate how much the required period is in
writing. This period should not exceed the period requiring the business unit to retain
the data as per the purpose of the processing.

- Kisisel Verilerin saklanmasi, silinmesi, yok edilmesi ve anonim hale getirilmesine
iliskin politikalara iliskin ( V') baslhigina bakiniz.

- Refer to (V) title relating to the policies concerning storage, erasing, destruction and
anonymization of personal data.

) Veri Sahibinin haklariyla uyumlu olarak islenmelidir:
) should be processed in compliance with the rights of the Data Owner:

- Veri Sahibini haklarina ve hukuki basvuru yollarina iliskin ( 111 ) basligina bakiniz.
- Refer to ( 111) title in relation to the rights of the Data Owner and legal remedies.

g) Glvende tutulmahdar:
g) should be kept safe:

- Veri Giivenligine iliskin Sirket politikalarinin detaylarmna iligkin ( 1V ) bagligina
bakiniz.

- Refer to ( 1V) title relating to the Company policy details concerning Data Security.
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h) Yeterli korumaya sahip olmayan Ulkelerde bulunan Kisilere ya da
organizasyonlara aktarilmamahdir:

h) should not be transferred to the persons or organizations in the countries having
insufficient protection:

- Sirket tarafindan Kisisel Veriler, miimkin oldugu kadar yurtdisina aktarilmamalidir.
Arsivleme amaci ile Kisisel Verilerin tutuldugu, Ucincu kisilerin mulkiyetindeki
serverlar dahi mimkin oldugu kadar Tiirkiye’de yer almali ve glncel durumda
verilerin yurtdisina aktarimi s6z konusu olmamalidir.

- Personal Data should not be transferred abroad as far as possible by the Company.
The servers that are retained for Personal data for archiving purpose and under the
property of third parties should be located in Turkey as far as possible and the data
should not be transferred abroad in up to date condition.

- Ancak, Sirket politikalar1 geregi Kisisel Verilerin yurtdisina aktarilmasi veya
yurtdisindaki serverlarda tutulmasinin kararlastirilmasi halinde, ancak KVKK
hikimlerine uygun seckilde ve Kisisel Verileri Koruma Kurulu'nun (“Kurul”)
belirleyecegi kurallar gergevesinde yurt digina aktarilmalidir.

- However, in cases it is agreed to retain personal data in servers abroad or to
transfer abroad as per the policies of the Company, they may only be transferred
abroad within the framework of the rules to be designated by Personal Data
Protection Board ("Board") and in compliance with the provision of Personal Data
Protection Law.

- Kigisel Verilerin Gglncl kisilere aktarimina iligkin ( 1V ) bagligina bakiniz.
- Refer to ( 1V) title relating to the transfer of personal data to third parties.

I1. KISISEL VERI SAHIBININ HAKLARI
I1. RIGHTS OF PERSONAL DATA OWNER

Kisisel Veri Sahipleri, Kanun’un 11. Maddesinde diizenlenen,
As set forth in Article 11 of the Law, the Personal Data Owners are entitled to

I. Kisisel Verisinin iglenip islenmedigini 6grenme,
Becoming aware of whether the personal data has been processed or not,

11
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I. Kisisel Veri islenmisse, buna iliskin bilgi talep etme, Becoming aware of the
purpose of personal data processing and whether or not the data has been
used for the purpose provided,

Il Kisisel Veri isleme amacini ve verilerin amaca uygun Kkullanilip
kullanilmadigin1 6grenme,
lii.  Requesting information regarding the personal data if they are processed,

Iv. Kisisel Verilerin aktarildigi Gglincl kisileri 6grenme ve
Becoming aware of the third parties to whom personal data is transferred
and

V. Kisisel Veriler eksik ya da yanlis islenmisse bunlarin dizeltilmesini isteme
ve bunun Kisisel Verilerin aktarildigi Gclncl kisilere bildirilmesini talep
etme haklar ile

If personal data has been processed improperly or inaccurately, the right of
requesting their correction and requesting them to be notified to the third
parties to whom Personal data is transferred and

vi. Kigisel Verilerin Kanun’a aykir1 islenmesi Sebebiyle zarara ugranmasi
durumunda tazminat talep etme haklarin1 haiz olup Sirket tarafindan Veri
Sahibinin talebi (zerine bu haklarin yerine getirilmesi konusunda en kisa
siire igerisinde aksiyon alinacak ve Veri Sahibine taleplerine iliskin prosedur
ile ilgili detayl bilgi verilecektir.

ii. the rights of claiming compensation if Personal data is damaged due to
processing in contradiction with the Law and the action shall be taken as
soon as possible in the issue of fulfilling these rights upon the request of the
Data Owner by the Company and the detailed information relating to the
procedure regarding the requests shall be provided to the Data Owner.
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I11. KISISEL VERILERIN GUVENLIGI
I11. SECURITY OF PERSONAL DATA

Sirket, Kisisel Verilerin hukuka aykiri islenmesini ©Onlemek, Kisisel Verilere
hukuka aykir1 olarak erisilmesini Onlemek ve Kisisel Verilerin muhafazasini
saglamak amaglariyla uygun glvenlik diizeyini temin etmeye yonelik gerekli her
tirld teknik ve idari tedbirleri almakla yikamldddir.

The Company is liable for adopting all kinds of technical and administrative
measures required for procuring security level complying with the purposes for
ensuring the preservation of Personal data and preventing the access the personal
data in contradiction with the law and preventing personal data of personal data in
contradiction with the law.

Sirket, hukuka aykir1 ya da yetkisiz Kisisel Veri islenmesine veya Kisisel Verinin
bir kaza sonucu kaybi1 ya da zarar gérmesine karsi uygun givenlik 6nlemlerinin
alindigindan emin olmalidir. Bu tir zararlara ugramalar1 durumunda Veri Sahipleri,
dava yolu ile tazminat talebinde bulunabilirler.

The Company should make sure that appropriate safety measures have been taken
against the loss or damage of personal data as a result of an accident or
processing authorized personal data or that is in contradiction with the law. If they
suffer such losses, Data Owners can request compensation via lawsuit.

Kanun, Kisisel Verilerin toplanma anindan yok edilme anina kadar giivenliginin
saglanabilmesi icin, Sirket’in bir takim idari ve teknik dnlemler almasimi zorunlu
kilmaktadir.

The Law stipulates that the Company should adopt a set of administrative and
technical measures for ensuring the security of personal data from their collection
time to destruction time.

Veri giivenliginin saglanmasi, asagida tamimlandigi (zere, kisisel verinin
gizliliginin, Dbitiinliiginin Ve erisiminin garanti altina alinmasi1 anlamina
gelmektedir.

Ensuring data security refers to securing personal data confidentiality, integrity
and access as defined below.

I. Gizlilik, sadece veriyi kullanmaya yetkili kisilerin veriye erismesi anlamina
gelmektedir.

Confidentiality refers to accessing data by only persons authorized to use
the data.
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ii. Butunluk, kisisel verinin dogru olmasi ve islenme amacina uygun olmasi
anlamina gelmektedir.
Integrity refers to correct personal data and fit for processing purpose.

iii.  Erisim, yetkili kullanicilarin, yetkilendirilmis olduklar1 amag cercevesinde
ihtiya¢ duymalar1 halinde, veriye erisebilmeleri anlamina gelmektedir.
Access refers to the ability to access the data if needed within the scope of

the purpose authorized by the authorized users.

Kisisel Verilere iliskin guvenlik prosedurleri, veri giivenligine iligkin teknik
anlamda yetkin Sirket bunyesi veya Sirket tarafindan bu konu ile ilgili teknik
yardim talep edilen firmanin Bilisim Teknolojileri (“BT”, “IT”) birimine
danisilarak yiiriirlige konulmalidir.

Security procedures relating to personal data should be put into force by
consulting the Department of Information Technologies ("IT") of the firm from
which technical assistance is requested in relation to this issue by the Company or
within the competent Company in the technical sense in relation to the data
security.

Sirket’in halihazirdaki uygulamalarina uyumlu olarak her bir ig biriminin erisim
yetkileri, ilgili is birimi bakimindan gerektigi Olciide smirlandirilmalidir. Tlgili
sinirlandirmalar, Sirket nezdinde dlzenli araliklarla gozden gegirilmeli ve Kisisel
\ferilere erisim yalnizca zorunlu oldugu 6lglde s6z konusu olabilmelidir.

Access authorities of each business unit in compliance with the present
applications of the Company should be limited to the extent required in terms of the
relevant business unit. Relevant limitations should be periodically revised within
the Company and personal data may only be accessed in case of obligatory
conditions.

Sirket’in tlim c¢alisanlari, veri giivenligine iliskin belirlenecek prosedurler
cercevesinde bilgilendirilmeli ve egitilmelidir. Bu kapsamda, Kisisel Verilere
erismek Uzerine sifre ile giris yapilan sistemlere iliskin sifreler, herhangi bir t¢uncu
kisiye veya yetkisiz calisana agiklanmamalidir. Kisisel Verilere erisme yetkisi
verilen kullanicilar, uygulanabilir olmasi durumunda, bireysel ekranlarinin
yakinindan gecenlere gizli bilgilerin gosterilmediginden ve ekranlarimin basinda
olmadiklar1 zaman bilgisayar oturumlarini kapattiklarindan emin olmalidirlar.

All employees of the Company should be informed and trained within the
framework of the procedures to be designated in relation to the data security.
Within this context, the passwords relating to the systems logged in with the
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password for accessing Personal data should not be disclosed to any third parties
or unauthorized employee. If applicable, the users that have been allowed with
access authority to the personal data should ensure that confidential information is
not shown to those passing from the vicinity of the individual screens and those
should make sure that they have logged out from their sessions when they are not
in front of their screens.

Sirket nezdinde tutulan Kisisel \eriler dahil tum verilerin giivenligi icin gereken
teknik dnlemler alinmali, mevcut guvenlik sistemleri, virlis koruma programlari ve
ileti gbnderilerine iliskin koruma sistemleri periyodik olarak denetlenmeli, tim bu
sistemlerin en guncel surimleri yiiriirliige konulmalidir. Bu konuda, teknolojik
gelismeler takip edilmeli ve ortaya cikabilecek risklere en kisa siirede mudahale
edecek teknik ekip ve sistem tahsis edilmelidir.

Technical measures required for all data security including Personal data retained
within the Company should be taken; protection systems relating to existing safety
systems, virus protection programs and message transmission should be
periodically inspected and the most recent update versions of these systems should
be put into force. In this regard, technological advancements should be followed up
and technical team and system shall be allocated in a manner that the resulting
risk is intervened as soon as possible.

Yukaridakilere ek olarak, tim Sirket calisanlari, islenen Kisisel Verilerin kanuni
olmayan yollarla baskalar1 tarafindan elde edilmesi ve/veya Kisisel Verilerin
giivenligine iligkin herhangi bir riskin s6z konusu olmasi halinde derhal gereken
onlemlerin koordinasyonu ve uygulanabilir olmasi halinde bu durumun en kisa
strede ilgili Veri Sahibine ve Kurula bildirilmesi icin [Sirket’in KVK Komitesi]
birimine bilgi vermelidir.

In cases in addition to the foregoing, where processed personal data of entire
Company employees is acquired by the others with non-legal means of Data and/or
there is any risk relating to security of personal data, Personal Data Protection
Committee of the company should be informed for notifying to the relevant Data
Owner and Board as far as possible if applicable and coordination of measures
required immediately if this risk is in question.

Uygulanabilir olmasi halinde, Kisisel Verilerin hukuka uygun olarak aktarildig:
mevcut  Ugcunct  kisiler ile yapilan sozlesmeler, halihazirdaki gizlilik
yuktumliliklerine ek olarak, Kisisel Verilerin aktarildigi kisilerin, Kisisel Verilerin
korunmasi1 amaciyla gerekli glivenlik tedbirlerinin alinacagi ve kendi isletmelerinde
/ kurumlarinda / kuruluslarinda bu tedbirlere uyulmasini saglayacagini temin etmek
Uzere degistirilmelidir. Sirket’in gerektirdigi guvenlik 6nlemlerini saglamayan ve
verilerin gizliligi, biitiinliigi ve erisimine iliskin Kanun’un gerekliliklerini yerine
getirmeyen Ugtnci kisilere hicbir surette Kisisel Veri aktarilmamalidir.
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If applicable, the contract executed with the present third parties to whom
Personal data is transferred in compliance with the Law should be amended so as
to procure that required safety measures are taken for protecting the personal data
of the persons to whom Personal data is transferred in addition to the available
confidentiality obligations and to ensure that these measures are followed in its
own enterprises/institutions/organizations. Personal Data should under no
circumstances be transferred to the third parties failing to fulfil the requirements of
the Law with respect to confidentiality, integrity and access and failing to security
measures required by the Company.

IV. KiSISEL VERILERIN UCUNCU KiSILERE AKTARILMASI
IV. TRANSFERRING PERSONAL DATA TO THIRD PARTIES

Kisisel Verilerin yurtigindeki Gcguncl kisilere aktarilabilmesi, Kisisel Verilerin
islenme amaclar1 ile Veri Sahipleri ile akdedilen sézlesmelerin ifas1 i¢in zorunlu
olmasi1 ve Sirket’in mesru menfaatleri gerektirdigi Olgide Kanun’un 6ngordiigii
sartlara uygun olarak gerceklestirilmelidir. Kisisel Verilerin islenme amaglari
disinda bagka bir amacla veri aktarimi yapilmamalidir. Ancak her ne kadar
Islemenin, riza alinmasim gerektiren istisnalar1 kapsaminda degerlendirilse de elde
edilecek olan yeni Veri Sahiplerinin Kisisel Verilerinin Sirket’in gerektirdigi
givenlik 6nlemlerini alan is ortaklarma aktarilmasi igin ilgili Veri Sahibinin agik
rizasinin alinmasi saglanmalidir. Sirket, is ortaklarinin se¢iminde kisisel verilerin
gizliligine iliskin hususlarda 0n inceleme yapmali ve onlarla yapacagi
sozlesmelerde Kisisel Verilerin giivenligi ve gizliligine iliskin Kanun’un
gerekliliklerini tatmin edecek hikimlere yer verilmesini saglamali, devam eden
sOzlesmelerde ise buna iliskin ek s6zlesme diizenlenmelidir.

Transferring personal data to domestic third parties should be performed in
compliance with the requirements stipulated by the Law to the extent required by
legitimate interests of the Company and performance of the contracts executed
with the Data Owner is obligatory for the purpose of processing personal data. No
data transfer should be performed for another purpose other than the purposes of
processing personal data. However, no matter of processing is considered within
the scope of the Project exceptions requiring obtaining consent; it should be
ensured that explicit consent of the relevant Data Owner should be obtained for
transferring Personal data of new Data Owner to be obtained for the safety
measures required by the Company. Preliminary examination should be conducted
in the matters in relation to the confidentiality of personal data in selection of
business partners by the Company and it should be ensured that the provisions that
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shall satisfy the requirements of the Law exist in relation to the security and
confidentiality of the Personal data and additional contracts should be arranged in
relation to this in the continuing contracts.

Sirket  tarafindan  Kisisel V\eriler, mlUmkin oldugu Kkadar yurtdisina
aktarilmamalidir. Arsivleme amaci ile Kigisel Verilerin tutuldugu, Uginci kisilerin
mulkiyetindeki serverlar dahi Tiirkiye’de yer almali ve giincel durumda verilerin
yurtdisina aktarimi s6z konusu olmamalidir. Ancak, Sirket politikalar1 geregi
Kisisel Verilerin yurtdisina aktarilmasi veya yurtdisindaki serverlarda tutulmasinin
gerekli olmas1 halinde, alinmamus ise Veri ilgilisinin ilgili Sirket tarafindan agik
rizast almmali ve veri, kural olarak, Kurul’'un belirleyecegi yeterli korumanin
bulundugu Ulkeler disinda bir tilkeye aktarilmamalidir.

- Personal Data should not be transferred abroad as far as possible by the
Company. The servers that are retained for Personal data for archiving purpose
and under the property of third parties should be located in Turkey and the data
should not be transferred abroad in up to date condition. However, if it is
necessary to retain personal data in servers abroad or to transfer abroad as per
the policies of the Company, if obtained, express consent of the Data Relevant
Person should be obtained by the relevant Company and the data, as a rule, should
not be transferred to the country other than the countries where sufficient
protection is available, as laid down by the Board.

Kisisel Veriler, uygulanabilir olmas1 durumunda, ancak Sirket ve ilgili tlkede veri
sorumlusu olacak gercek ve/veya tuzel kisi tarafindan yeterli korumanin bulundugu
yazili olarak taahhit edilmek ve Kurul’un veri transferine izni alinmak kaydiyla
yeterli korumanin olmadigi yabanci Ulkelere de aktarilabilecektir.

Personal data can also be transferred to the foreign countries where no sufficient
protection is available provided that it is in writing committed that there is
sufficient protection by real and/or legal person that shall be data supervisor in the
Company and relevant country and consent for data transfer of the Board is
obtained.

Bu baglamda, Sirket tarafindan Kanun’'un 8. ve 9. Maddesinde 06ngorulen
dizenlemelere uygun hareket etmeye yonelik gerekli surecler tasarlanmalidir.
Politika’y1 onaylayan V\eri Sahipleri, isbu Politika’da belirtilen hususlara tabi
olmak Uzere, Kisisel Verilerinin, islenmesinin gerektirdigi amaclar ve arsivleme
amaci ile simirli olarak, kanun ve yarg: kararlari ile idari kararlar dahil kamu kurum
ve kuruluslarinin ilgili mevzuatta diizenlenen haklar1 cercevesinde bilgi ve belge
talep ettigi hallerde Kisisel Verilerin aktarilabilecegi istisnast sakli kalmak
kaydiyla, Sirket ve/veya UgUncu kisi is ortaklari, hizmet/destek/danigmanlik alinan
ya da isbirligi yapilan ya da proje/program/finansman ortagi olunan kamu/dzel

17
DP

1



m

kurum ve kuruluslar, tedarikgiler, Sirket’in ortaklari, sirket yetkilileri, bankalar,
fonlar ve sair 3. kisi ya da kuruluslar ile paylasilmasina agik sekilde riza gosterdigi
belirtilmelidir.

In this context, required processes in regard to acting in compliance with the
arrangements stipulated in Article 8 and 9 of the Law should be designed by the
Company. In cases where Data Owner approving the Policy requests information
and documents within the framework of the rights regulated in the relevant
legislation of public institution and organization including the administrative
decision with the law and judicial decision limited to the archiving purpose and the
purposes required by the processing of Personal data as subject to the
consideration specified in this Policy, it should be indicated that the exchanging
the personal data with Company and/or third party business partners,
service/support/consultancy received or collaborated or project/program/financing
partnered public/private institutions and organizations, suppliers, partners of the
Company, company authorities and banks, funds and other 3rd party or
organizations are expressly consented.

Sirket, tum Veri llgililerine aydimlatma yiikiimliiliigiinii yerine getirmeli ve veri
aktarimina iliskin Veri Ilgililerinin yazili rizalarini almalidir.

The Company should fulfil all disclosure statements to the Data Relevant Persons
and should obtain the written consent of the Data Supervisor in relation to data
transfer.

V. KISISEL VERILERIN SILINMESI, YOK EDILMESi VE
ANONIMLESTIRILMESI PROSEDURLERI

V. ERASING, DESTRUCTION AND ANONYMIZATION PROCEDURES OF
PERSONAL DATA

Kisisel Verilerin Silinmesi ve Yok Edilmesi Prosedtri
Erasing and Destruction Procedure of Personal Data

Sirket, Kanun’a uygun sekilde, islenmesini gerektiren sebeplerin ortadan kalkmasi
halinde, ilgili kanun ve mevzuatta 6ngorilen asgari saklama stirelerine riayet etmek
kosulu ile Kisisel Verileri re’sen veya ilgili kisinin talebi Uzerine silemeli veya yok
etmelidirr. Silme veya yok etme sirasinda kullanilacak teknikler;

The Company should erase or destroy the personal data upon the request of the
relevant person or ex officio provided that it shall abide by the minimum storage
periods stipulated in the relevant law and legislation if the reasons requiring
processing in compliance with the Law vanish. Techniques to be used during
erasing or destruction;
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1- Fiziksel Olarak Yok Edilebilir
1 Physically Destructible

Kisisel veriler herhangi bir veri kayit sisteminin pargasi olmak kaydiyla
otomatik olmayan yollarla da islenebilmektedir. Bu tir veriler silinirken/yok
edilirken kisisel verinin sonradan kullanilamayacak bigimde fiziksel olarak yok
edilmesi sistemi uygulanmalidir.

Personal data can be processed with non-automatic means provided that they shall
be a part of any data registry system. The system of physically destroying the
personal data in a manner that it shall not be used then while erasing/destroying
such data should be applied.

2 Yazhmdan Guvenli Olarak Silinebilir
2 - Safely Erasable from Software

Tamamen veya kismen otomatik olan yollarla islenen ve dijital ortamlarda
muhafaza edilen veriler silinirken/yok edilirken; bir daha kurtarilamayacak
bicimde verinin ilgili yazilimdan silinmesine iliskin yontemler kullanilmalidir.

The methods in regard to erasing the data from the relevant software in a manner
that shall not be restored again while erasing/destroying the data stored in digital
environments and processed with full or partial automatic means should be used.

Kisisel Verileri Anonim Hale Getirme Proseduri
Anonymization Procedure of Personal data

Kisisel verilerin anonimlestirilmesi, kisisel verilerin baska verilerle eslestirilerck dahi
hicbir ~ surette  kimligi  belirli  veya  belirlenebilir ~ bir  gercek kisiyle
iliskilendirilemeyecek héle getirilmesini ifade eder.

Anonymization of personal data refers to making personal data unlikely to be
associated with any identifiable real person in any way even when personal data is
paired with other data.
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Anonimlestirme i¢in kullamlan Prosedirler
Procedures used for Anonymization

Maskeleme (Masking)

Veri maskeleme ile kisisel verinin temel belirleyici bilgisini veri seti icerisinden
cikartilarak kisisel verinin anonim hale getirilmesi yontemidir.

This is the method in which key determinant information of personal data is extracted
from data set with data masking and personal data is anonymized.

Toplulastirma (Aggregation)

Veri toplulastirma yontemi ile bircok veri toplulastirilmakta ve kisisel veriler herhangi
bir kisiyle iliskilendirilemeyecek hale getirilmektedir.

Through data aggregation method, several data is aggregated and personal data is
made in @ manner that is not associated with any person.

Veri Turetme (Data Derivation)

Veri tiretme yoOntemi ile kisisel verinin igeriginden daha genel bir igerik
olusturulmakta ve kisisel verinin herhangi bir kisiyle iligkilendirilemeyecek hale
getirilmesi saglanmaktadir.

Through data derivation, more general content is created from the content of the
personal data and it is ensured that personal data is made in a manner that is not
associated with any person.

Veri Karma (Data Shuffling, Permutation)

Veri karma yontemi ile kisisel veri seti icindeki degerlerinin karistirilarak degerler ile
kisiler arasindaki bagin kopartilmasi saglanmaktadir.

Through data shuffling, bond between values and persons are broken down by mixing
values in a personal data set.

Kisisel Verilerin, silinmesi, yok edilmesi ve anonim hale getirilmesi icin asgari sureler,
ilgili Kisisel Veriyi isleyen is birimi tarafindan belirlenecek ve Sirket’in tim
sistemleri, bu sireclere uygun hale getirilmelidir. Yasal zorunluluklardan daha uzun
sure veri saklanmasma iliskin Sirket’in Kisisel Veri isleme amaclar1 uyarinca bir karar
alimmasi halinde, bu karar ve Kisisel Verilerinin ne kadar silire islenecegine iliskin Veri
Ilgililerine ayrica bilgi verilmelidir. Her halde, Sirket, Kisisel Verilerin saklanmasina
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iliskin prosedirlerine ve veri isleme amaglarina iliskin aydinlatma yiikiimliiliigiine
uygun davranmak zorundadir.

Minimum periods for erasing, destruction and anonymization of personal data shall be
designated by the business unit processing the relevant Personal data and all systems
of the Company should be made adaptable to these processes. In cases where a
decision is taken as per the purposes of processing personal data of the Company in
relation to the data storage periods longer than legal obligations, this decision and
should be also informed to the Data Relevant Person in relation to how much the
period is to be processed. In any case, the Company should act in compliance with the
disclosure statement in regard to the personal data processing and procedures
relating to storage of Personal data.

Ilgili kanun ve mevzuat uyarinca saklanmasi icin asgari strelerin s6z konusu oldugu
verilere iliskin bu stirelerin gecmesinden 6nce Veri Ilgililerinden gelecek silme, yok
etme veya anonim hale getirmeye iliskin talepler, ilgili yasal zorunluluklar agiklanmak
kaydiyla reddedilmelidir.

The requests for erasing, destroying or anonymizing to be received from the Data
Relevant Person before passing to these periods in relation to the data where
minimum periods are in question for storage of the same as per the relevant law and
legislation should be rejected provided that legal obligations are disclosed herewith.

Kisisel verilerin saklanmasima iliskin mevzuatta bir siire diizenlenmemisse, Kisisel
Veriler Sirket’in veri isleme amaci uyarinca belirleyecegi, mevcut is yapis, prosedur
ve uygulamalar1 ve ticari yasaminin teamdlleri uyarinca islenmesini gerektiren sire
kadar iglenmeli; daha sonra silinmeli, yok edilmeli veya anonim hale getirilmelidir.

No period is regulated in the legislation in regard to storage of personal data, the
personal data should be processed up to the period requiring processing as per
existing business performance, procedure and applications and commercial life
practices to be designated by the purpose of data processing of the Company and then
should be erased, destroyed or anonymized.

Kisisel verilerin islenme amaci, ilgili mevzuat ve Sirket’in belirledigi sireler sona erse
dahi, kisisel veriler olas1 hukuki uyusmazliklarda delil teskil etmesi veya kisisel veriye
bagli ilgili hakkin ileri strulebilmesi veya savunmanin tesis edilmesi amaciyla
(guncellikleri teyit ve temin edilmeden) yeniden olagan islenmeleri s6z konusu
olmamak kaydiyla arsivlenebilecektir. Arsivleme surelerinin tespitinde zamanagimi
sureleri dikkate alinmakla beraber, Sirket’in kendi tecriibeleri ve benzer veri
gruplarina iliskin ©Onceki talepler 1s1@inda zamanasimi Srelerini asan slreler
belirlenmesi mimkin olabilecektir. Bu durumlarda, kisisel verilere (guncellikleri ve
islenmelerine iligkin yeni bir agik rizanin alinmasi teyit ve temin edilmeden) hukuki
uyusmazligin ¢6zUmi disinda herhangi bir baska amacgla erisilmeyecektir. Arsivleme
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icin belirlenecek sureler sonunda, arsivlenmesine karar verilen veriler dahi silinecek,
yok edilecek ve anonim hale getirilecektir.

Purpose of processing of personal data Even if the periods designated by the relevant
legislation and Company end, personal data can be archived provided that their
processing ordinarily again is not in question for establishing the defence, claiming
the relevant right connected to personal data or constituting evidence in potential
legal conflicts (without up to date conditions are verified and provided). The statute of
limitation periods are taken into account in the determination of archiving periods and
it shall be possible to determine the periods exceeding the statute of limitation periods
by considering the previous requests in relation to the experiences and similar data
groups of the Company. In these cases, personal data may not be accessed with
another purpose other than settlement of the legal dispute. (without verifying and
providing obtaining a new express consent in relation to their being up to date and
being processed) The data decided to be archived at the end of the periods to be
designated for archiving shall be erased, destroyed and anonymized.

Sirket tarafindan islenebilen baslica Kisisel Veriler ve bu verilerin baslica isleme
amaclart:

Key Personal data that can be processed by the Company and primary processing
purposes of this data:

Gercek Kisi Miisteri Verileri
Real Person Customer Data

Her Sirket igin gecerli olmamakla beraber, gercek kisi miisterilere iliskin ad, soyad,
adres, e-mail, cep tel, ev tel, is tel, dogum tarihi, T.C. kimlik no, cinsiyet, banka
bilgileri, ebeveyn tirl, medeni durum, meslek, evlilik tarihi, es adi, es dogum tarihi,
egitim durumu, okul adi, cocuk sayisi, Uye olunan dernekler, takip edilen medya,
sosyal medya, telefon markasi, tuttugu takim, araba markasi, en sik girilen web sitesi,
yurtici seyahat tercihi, yurtdisi seyahat tercihi, beden 0lcust, ayakkabi Ol¢usu gibi her
Sirket’in kendi ihtiyacina gore ¢esitlendirilebilen verilerdir.

This is the data that can be diversified according to the need of each Company like
name, surname, address, e-mail, mobile phone, home phone, business phone, date of
birth, TR ID No:, gender, bank information, parent type, marital status, occupation,
date of marriage, spouse's name, birth date of spouse, education status, school's name,
number of children, subscribed associations, followed media, social media, telephone
brand, favourite team, car brand, most frequently accessed web site, domestic
travelling preference, foreign travelling preference, body size, shoe number etc. as not
to be applicable for each Company.
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So6z konusu Kisisel Veriler, islenen her Kisisel Veriyi kapsamamakla beraber, satis
tarihgesi olusturmak, fatura olusturmak, fatura kesmek, Uyelik hesabini tanimlamak,
basili iletisim materyalleri iletmek, Grind teslim etmek, e-fatura gondermek,
newsletter gondermek, pazarlama iletisimi yapmak, miisteri analizi yapmak, miisteri
sadakatini artirmak, Ozel Uretim yapmak ve benzeri amagclar ile smirli olarak
islenmektedir.

The said personal data does not cover each personal data so processed and is
processed limited to the procedures of creating sales history, invoice, issuing invoice,
defining membership account, communicating printed communication materials,
delivering product, sending e-invoice, sending newsletter, performing marketing
communication, performing customer analysis, increasing customer loyalty,
performing special production and similar purposes.

Kurumsal Miisteriler, Tedarikci ve Hizmet Saglayicilarin Personellerine ve imza
Yetkililerine Tliskin Veriler

Data relating to Personnel and Authorized Signatories of Corporate Customers,
Supplier and Service Suppliers

Her Sirket icin gecerli olmamakla beraber, kurumsal miisterilerin, tedarikgilerin ve
hizmet saglayicilarin imza yetkililerine ve sahis firmalarina iliskin personel adi,
personel soyadi, personel sicil no, personel t.c. kimlik no, personel boyu, personel
kilosu, personel cinsiyeti, personel bedeni; imzaya yetkili kisinin adi, soyadi, e-mail,
T.C. kimlik no, banka bilgileri, sahis firmalarina iliskin diger bilgiler ve benzeri
verilerdir.

These are the information and similar data relating to personnel name, personnel
surname, personnel registration no, TR ID No, personnel height, personnel weight,
personnel gender, personnel size in regard to authorized signatories of corporate
customers, suppliers and service providers as not to be applicable for each Company
and name, surname, e-mail TR ID No, bank information and person firms of the
persons authorized to sign.

S6z konusu Kisisel Veriler, islenen her Kisisel Veriyi kapsamamakla beraber, toptan
satis yapmak, satis tarihgesi olusturmak, fatura olusturmak, fatura kesmek, Urini
teslim etmek, e-fatura gondermek, newsletter géndermek, pazarlama iletisimi yapmak,
miisteri analizi yapmak, cari hesap agmak, mutabakat yapmak, proje bazli devlet
tesviki almak ve benzeri amaclar ile simirli olarak islenmektedir. Bu kisilere Sirket
nezdinde islenen verilerin aktarilmasi da s6z konusu olabilecek ve aktarmaya iliskin
prosedurlerin neler olabilecegi ( V) basligi altinda diizenlenmistir.

The said personal data is processed as limited to the purposes of performing wholesale,

creating sales history, creating invoice, issuing invoice, delivering product, sending e-

23
DP

1



m

bill, sending newsletter, performing marketing communication, performing customer
analysis, opening current account, performing reconciliation and getting project-based
state incentive and similar purposes as it shall not cover each Personal data. The data
processed within the Company to these persons can be transferred and what the
procedures relating to the transfer can be are regulated under the title of ( V).

Potansiyel Miisteri Verileri
Potential Customer Data

Her Sirket icin gecerli olmamakla beraber, Sirket’in potansiyel miisterilerine iligkin ad,
soyad, email, cinsiyet, cep tel, dogum tarihi, ev adresi, is adresi, beden, evlilik tarihi ve
benzeri Kisisel Veriler islenebilir.

Name, surname, e-mail, gender, mobile phone, date of birth, home address, business
address, size, date of marriage and similar personal data relating to the potential
customers of the Company can be processed as not to be applicable for each
Company.

S6z konusu Kisisel Veriler, islenen her Kisisel Veriyi kapsamamakla beraber, hediye
gondermek, etkinlik davetiyesi gondermek, newsletter géndermek, pazarlama iletisimi
yapmak, analiz yapmak, yeni ¢ikan Uriin hakkinda bilgilendirmek ve benzeri amaglar
ile sinirl1 olarak islenmektedir.

The said personal data does not cover each processed Personal data and is limited to
the purposes of sending gifts, sending event invitation, sending a newsletter,
performing marketing communication, performing analysis, informing regarding
newly released product and similar purposes.

Potansiyel miisterilere iliskin veriler, s6z konusu veriyi aktarmak konusunda verisinin
Sirket tarafindan yukarida belirtilen amaglar gergevesinde islenebilecegine iliskin
bilgilendirilmek kaydiyla, ilgili potansiyel miisterinin ilgili verinin Gglncu kisilere
aktarimina rizast dahilinde edinilmis veriler olmaktadir. Potansiyel miisteriler ile ilk
iletisimde, potansiyel miisteri, isbu Politika ve bu kapsamda islenen verileri hakkinda
aydinlatma yiikiimliiliigii kapsaminda bilgilendirilmeli ve itiraz / sikayeti (zerine s6z
konusu Kisisel Veri derhal silinmeli, yok edilmeli veya anonim hale getirilmelidir.
Potansiyel miisteri ile miisteri iligskisi kurulmasi halinde, bu kapsamda islenen veriler
de miisteri verilerine iliskin prosedurlere tabi olmalidir.

The data relating to potential customers is the data acquired within the consent for
transfer of the relevant data of the relevant potential customer to the third parties
provided that it shall be informed in relation to the processing of the data in the issue
of transferring the said data within the framework of the purposes specified above by
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the Company. In the first communication with the potential customers, the potential
customer should be informed within the scope of the disclosure statement regarding
the data processed within this context and this Policy and upon objection/complaint,
the said personal data should be immediately erased, destroyed or anonymized. In
case of establishing potential customer and customer relationship, the data processed
within this scope should be subject to the procedures relating to the customer data.

Calisan Verileri
Employee Data

Her Sirket icin gecerli olmamakla beraber, Sirket’in ¢alisanlarina iliskin ad, soyad,
dogum vyeri, dogum tarihi, cep tel, e-mail, ikametgah adresi, ikametgahin durumu,
ikamet edilen yapimnin yasi, cinsiyet, maas, medeni hali, esinin adi, esinin soyadi, esinin
is durumu, mikellefle oturan veya mikellef tarafindan bakilan ¢ocuklarin durumu,
cocuk sayisi, sicil no, t.c. kimlik no, sosyal givenlik no, ayakkabi numarasi, fotograf,
acil durumda ulasilacak kisinin adi soyadi, acil durumda ulasilacak kisinin yakinlik
derecesi, acil durumda ulasilacak kisinin cep tel, egitim bilgileri, 6zge¢mis bilgileri,
ikametgah belgesi, nifus ctizdan sureti, diploma, calisma belgesi, sabika kaydi, kan
grubu, askerlik belgesi, saglik raporu, sigorta hizmet dokimi, SGK bildirge kaydi, is
sOzlesmesi, not dokimda, referans mektubu, ise uyum anketi, performans formlari,
isten ¢ikis mulakat formu, mazeretli izin formu, yillik izin formu, gérev tanimlari,
sendikal bilgileri ve benzeri Kisisel \eriler islenebilir.

Calisanlarin  saghik verileri dahil Ozel Nitelikli Kisisel Verileri de, mevzuatin
gerektirdigi Olclide, Insan Kaynaklari is birimi tarafindan islenebilir. Ozel Nitelikli
Kisisel Verilerin islenmesine iliskin ( V1) bashigr altinda diizenlenmistir.

As not to be applicable for each Company, this data includes name, surname, place of
birth, date of birth, mobile phone, e-mail residence address, status of residence, age of
resided age, gender, wage, marital status, name of spouse, surname of spouse,
employment status of spouse, status of children looked after by the tax payer or
residing with tax payer, the number of children, registration number, TR ID No. social
security no., shoe number, photograph, name and surname of the person to be called
in case of emergency, relative degrees of the person to be called in case of emergency,
mobile phone of the person to be called in case of emergency, education information,
CV information, residence certificate, ID card copy, blood group, certificate of
military status, health report, insurance service breakdown, Social Security
Organization statement record, labour contract, note breakdown, reference letter,
employment orientation questionnaire, performance forms, dismissal interview form,
casual leave form, annual leave form, terms of references, union information and
similar personal data.

Special Quality Personal Data including health data of employees can be processed by
the business unit of Human Resources to the extent required by the legislation.
Processing Special Quality Personal Data is regulated under the title of ( VII ).
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Ayrica, bir takim saglik verileri is yeri hekimi ve is giivenligi uzmanlari tarafindan
islenebilir. Insan Kaynaklar1 ve isyeri hekimi tarafindan islenen saglik verileri, 20
Ekim 2016 tarih ve 29863 sayili Resmi Gazete’de yayinlanan Kisisel Verilerin
Islenmesi ve Mahremiyetinin Saglanmasi Hakkinda YoOnetmelik ve diger mer’i
mevzuat uyarinca islenebilir ve ilgili birimler haricinde hicbir is birimi ile
paylasilmamalidir. S6z konusu verilere erisim en (st duzeyde siirlandirilmalidir. Bu
veri grubuna iliskin arsivleme amaciyla Uglncl kisiler ile paylagimlar sifreleme
sistemleri ile koruma altina alinmali ve arsiv firmasi dahil ilgili birimler disinda higbir
kisinin saglik verilerine erisimi s6z konusu olmamalidir. Uglincii kisiler ile yapilan
ilgili sozlesmeler, bu hususu teyit edecek sekilde revize edilmelidir. Isyeri hekimi
tarafindan iglenen verilerin arsivleme amaci i¢in dahi olsa hicbir Gglincu kisi ile
paylasimi s6z konusu olmamalidir. Isyeri hekimi tarafindan ilgili saglik verileri,
Kisisel Saglik \erilerinin Islenmesi ve Mahremiyetinin Saglanmasi Hakkinda
Yonetmelik uyarinca Saglik Bakanligi’nin belirleyecegi standartlar gergevesinde
saglik verilerini Saglik Bakanligi nezdindeki Merkezi Saglik Veri Sistemi’ne
aktarilmasi gerekebilecektir.

In addition to this, a set of health data can be processed by the workplace physician
and occupational safety specialists. Health data processed by the Human Resources
and workplace physician can be processed as per the other applicable legislation and
the Regulation on Personal Data Processing and Ensuring Confidentiality published
in the Official Gazette dated 20 October 2016 and no. 29863 and should not be
exchanged with any business unit except for the relevant units. Access to the said data
should be limited at the top level. Exchanging with third parties for archiving relating
to this data group should be protected with encryption systems and no person can
access the health data other than the relevant units including archive firm. Contracts
executed with the third parties should be revised in a manner that shall confirm this
consideration. The data processed by the workplace physician should not be
exchanged with third parties even for archiving purpose. Relevant health data by the
workplace physician can be needed to be transferred to Central Health Data System
within the Ministry of Health regarding the health data within the framework of the
standards to be designated by the Ministry of Health as per the Regulation on
Personal Data Processing and Ensuring Confidentiality.

S6z konusu Kisisel Veriler, islenen her Kisisel Veriyi kapsamamakla beraber, personel
kaydi agmak, atOlyelerde performans o6lgimi yapmak, personel maasmi ddemek, proje
icin devlet tesviki almak, ise giris-¢ikis saatlerini kaydetmek, bilgi glncellemek,
calisanin sigorta bildirimini yapmak, analiz yapmak, c¢alisanin performansini
degerlendirmek, ¢ikis degerlendirmesi yapmak, izin almak, avans talebi isletmek ve
benzeri amaclar ile sinirli olarak c¢alisanlarin rizast ve muvafakati dahilinde
islenmelidir.
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The said personal data does not cover each processed personal data and they should
be processed within the consent and approval of the employees as limited to the
purposes of opening personnel record, performing performance measurement in
workshops, paying personnel wage, obtaining state incentive for project, recording
employment starting-ending hours, updating information, performing insurance
notification of employee, performing analysis, evaluating employee performance,
performing exit evaluation, having leave, accruing advance request and similar
purposes.

Calisan verilerinin islenmesi ve ¢alisanlarin 6zIUk dosyalar1 Insan Kaynaklari birimi
tarafindan saklanmali ve islenmelidir. Insan Kaynaklar1 birimi tarafindan islenen
veriler ile siirl olarak tim c¢alisanlar, isbu Politika’nin kabul edilmesiyle mevcut
sisteme ve Kisisel Verilerinin bordrosuna kayitl oldugu Sirket Insan Kaynaklar: birimi
tarafindan igslenmesine riza gostermelidir.

Processing employee data and personal files of employees should be stored and
operated by the Human Resources Department. All employees as limited to the data
processed by Human Resources Department should give their consent for their data to
be processed by Human Resources Department of the Company registered to the
payroll of Personal Data and existing system after the adoption of this Policy.

Calisan Aday Verileri
Employee Candidate Data

Her Sirket icin gecerli olmamakla beraber, Sirket’e ¢alismak igin bagvuran adaylara
iliskin ad, soyad, anne adi, baba adi, cinsiyet, dogum yeri, dogum tarihi, askerlik
durumu, medeni hali, es adi, es soyadi, gocuk sayisi, ikametgah adresi, ev telefonu, is
telefonu, cep telefonu, e-mail, acil durumda ulasilacak kisinin adi soyadi, acil durumda
ulasilacak kisinin yakinlik derecesi, acil durumda ulasilacak kisinin cep telefonu, acil
durumda ulasilacak kisinin ev telefonu, acil durumda ulasilacak kisinin is telefonu,
Ozgeemis Dbilgileri, egitim bilgileri, yabanci dil dulzeyi, katldigi staj, kurs ve
seminerler, is tecriibesi, sahsi bilgiler, referans veren kisinin adi, referans veren kisinin
soyadi, referans veren kisinin calistigi yer/gorevi, referans veren kisinin cep telefonu
ve benzeri Kisisel Veriler islenebilir.

As not to be applicable for each Company, name, surname, mother's name, father's
name, gender, place of birth, date of birth, military service status, marital status,
spouse name, spouse surname, the number of children, residence address, home
telephone, business telephone, mobile phone, e-mail, name of the person to be called
in case of emergency, relative degree of the person to be called in case of emergency,
mobile phone of the person to be called in case of emergency, home phone of the
person to be called in case of emergency, business phone of the person to be called in
case of emergency, CV information, education information, foreign language level,
participated apprenticeship, course and seminars, employment experience, personal
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information, name of the person referencing, surname of the person referencing,
employed place/position of the person referencing, mobile phone of the person
referencing and similar Personal data.

So6z konusu Kisisel Veriler, islenen her Kisisel Veriyi kapsamamakla beraber, uygun
calisan adaymi ise almak amaciyla sinirli olarak islenebilir. Hizmet sozlesmesi
iliskisinin kurulmasi ile birlikte bu kapsamda islenen veriler de calisan verilerine
iliskin prosedir ve sureclere tabi olacaktir.

The said personal data does not cover each processed personal data and may be
processed as limited to for employing appropriately employed candidate. The data
processed within this scope upon establishing a relationship of service contract shall
be subject to the procedures and processes relating to the employee data.

Odeme Araclarina iliskin Veriler
Data relating to Payment Instruments

Her Sirket icin gecerli olmamakla beraber, toptan satislar ve benzeri faaliyetlere iliskin
mail order yontemi ile 6deme gerceklestirebilme olanagi taninmasi igin adi/unvani,
soyadi, kart sahibinin adi, kart sahibinin soyadi, kart sahibinin T.C. kimlik numarasi,
banka adi ve kart tlrt ile kredi kart1 bilgileri ve benzeri Kisisel \eriler islenebilir.

As not to be applicable for each Company, name/title, surname, card holder name,
card holder surname, card holder TR ID Number, bank name and card type and credit
card information and similar Personal data for allowing payment performance with
mail order method relating to wholesale sales and similar activities can be processed.

S6z konusu Kisisel Veriler, 6deme amaciyla sinirli olarak islenmelidir. Bu verilerin
giivenligini temin etmek icin gereken onlemler alinmali ve bu verilere erisim yalnizca
yetkili personel ile siirlandirilmalidir. Bu verilerin islem giivenligini de temin etmek
amaciyla yeniden ve bagka bir sekilde kullanilmasini engelleyecek (giivenlik kodunun
kullanim sonrasi silinmesi ve benzeri) giivenligi temin edecek ileri duzey prosedurler
uygulanmalidir.

The said personal data should be processed as limited to payment purpose. Required
measures should be adopted for procuring security of this data and access to this data
should be limited to only authorized personnel. Advanced level procedures that shall
prevent re-use and otherwise use for procuring transaction security of this data should
be applied. (erasing security code after use and the like).
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Sikayet Verileri
Complaint Data

Her Sirket icin gegerli olmamakla beraber, 6502 sayili Tiketicinin Korunmasi
Hakkinda Kanun uyarinca tlketici sikayet ve taleplerinin yerine getirilmesine iliskin
olarak tiiketicilerin ad, soyad, cinsiyet, e-mail, cep telefonu, ev telefonu, dogum tarihi,
adres, beden, T.C. kimlik numaras1 ve benzeri Kisisel Veriler islenebilir.

As not to be applicable for each Company, name, surname, gender, e-mail, mobile
phone, home phone, date of birth, address, size, TR ID No, and similar personal data
of consumers can be processed in relation to fulfilment of consumer complaints and
requests as per the Consumer Protection Law no. 6502.

S6z konusu Kisisel Veriler, gelen sikayet ve taleplerin gerekliliklerinin yerine
getirilmesi, analiz yapilmasi ve benzeri amagclar igin islenebilir.

The said personal data can be processed for fulfilling the requirements of incoming
complaints and requests and performing analyses and similar purposes.

VI. OZEL NITELIKLI KiSiSEL VERILERIN iSLENMESI
VI. PROCESSING SPECIAL QUALITY PERSONAL DATA

Sirket biinyesinde, Ozel Nitelikli Kisisel Veriler, yalnizca kanuni ve idari / adli mercii
gerekliliklerinin yerine getirilmesi ve Sirket’in isleyisi ile dogrudan ilgili olmak
kaydiyla ve erisimi en Ust dlizeyde smirli ve glvenli olacak sekilde islenebilir.

Special Quality Personal Data within the Company can be processed in a manner that
their access shall be maximum limited and secure and provided that only requirements
of legal and administrative/judicial authority be fulfilled and be directly associated
with the functioning of the Company.

S6z konusu veriler, Kanun’a tam bir uyum géstermek kaydiyla,
Provided that the said data is in full compliance with the Law,

Q) saglik ve cinsel hayat disindaki 6zel nitelikli kisisel veriler disindaki veriler
bakimindan islemenin kanunlarda agik¢a 6ngoriilmiis olmasi1 durumunda,
In cases where processing is expressly stipulated regarding the data other
than special quality personal data and other than health and sexual life,
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(i) saglik ve cinsel hayata iliskin veriler bakimindan ise ancak, kamu sagliginin
korunmasi, koruyucu hekimlik, tibbi teshis, tedavi ve bakim hizmetlerinin
yurdtilmesi, saglik hizmetleri ile finansmaninin planlanmasi ve yonetimi
amaciyla, sir saklama yiikiimliligi altinda bulunan kisiler veya yetkili
kurum ve kuruluslar tarafindan islenmesi durumunda

the data relating to health and sexual life is processed by the authorized
institutions and organizations and the persons under the obligation of keeping
secret for planning and managing the financing planning and healthcare
services and executing protective medicine, medical diagnosis, treatment and
care services and protecting public health,

Veri llgilisi’nin rizas1 aranmaksizin islenebilir. Istisnalarm s6z konusu olmadig
veya uygulanabilir olduklarma iliskin stiphe duyulmas: halinde ise, agik riza
olmadan alinan Ozel Nitelikli Kisisel Veriler derhal silinmeli, yok edilmeli veya
anonim hale getirilmelidir.

They may be processed without seeking the consent of the Data Relevant Person. In
cases where exceptions are not in question, or there is a doubt as to whether they
are applicable, Special Quality Personal Data obtained without express consent
should be immediately erased, destroyed or anonymized.

VII. KiSIiSEL VERI ILGILiSINi AYDINLATMA YUKUMLULUGU
VII. DISCLOSURE STATEMENT OF PERSONAL DATA RELEVANT
PERSON

Sirket, Kisisel Verilerin elde edilmesi sirasinda, verisi islenecek olan gercek kisileri
bilgilendirmekle yiukiumludar. Bu bilgilendirme yiikiimliligin kapsami, asagidaki
gibidir:
The Company is liable for informing the real persons whose data is to be processed
while acquiring the personal data. The scope of this disclosure obligation is as
follows:

- Veri sorumlusunun ve varsa temsilcisinin kimligi,
- Identification of data supervisor or its representative, if any,

- Kisisel Verilerin hangi amacla islenecegi,
-For what purpose the personal data is to be processed,

- Islenen Kisisel Verilerin kimlere ve hangi amacla aktarilabilecegi,
To whom and what purpose the processed personal data shall be transferred,

30
DP

1



m

- Kisisel Veri toplamanin yonetimi ve hukuki sebebi ile,
Management and legal grounds of personal data collection,

- Veri llgilisinin ( 111) bashg altinda belirtilen haklar:.
Rights of the Data Relevant Person specified under the title of ( 111).

Sirket, bu konularda sistemlerinde islemek tizere Uglincii Kisilerden veri elde etme
araglart  vasitasiyla  gerekli  bilgilendirmeleri  yapmali ve aydinlatma
yikiimliligiinin  gergeklestirildiginin ispatt igin veri islemeye iligkin V\eri
Sahiplerinden aydinlatilmis onay almalidir.

The Company should make required information via the means of acquiring data
from Third parties so as to process the data in the systems in this regard and
disclosed consent should be obtained from the Data Owners in relation to data
processing for proving that disclosure statement has been fulfilled.

Kisisel Veriler, Sirket’in elektronik ticaret, perakende ve toptan satis dahil tim
satis kanallari, subeleri, internet siteleri, Ucuncu kisilerden hizmet alinabilecek
cagrt merkezi ve benzeri diger tum kanallar araciligiyla otomatik ya da otomatik
olmayan yollarla s6zlu, yazili veya elektronik olarak toplayabilecektir.

Personal data shall be able to collected either in writing or electronically with
automatic or non-automatic means through all sales channels including electronic
commerce, retail and wholesale, branches, Internet web sites, call centers to
acquire service from third parties and all other similar channels.

- Yazh Sekilde Kisisel Veri Elde Edilmesi:
- Acquiring Personal Data in Writing

Yazili sekilde, Kisisel Veri elde edilmesi sirasinda Aydinlatma Yikimluligi
yerine getirilecektir. Ayrica, miisteri iliskisi kurulan kisilerden alinacak izinli
Iletisim Formlar1 dahil her tir form ve sozlesme, her ne kadar ilgili veri
grubunun islenmesi Kanun kapsaminda istisna kapsaminda degerlendirilebilse
de, Kisisel Verilerin islenmesine iliskin Veri lgilisinin acik rizasini1 gosterecek
sekilde revize edilmelidir. Miisteri iliskilerinde, Kanun’a uyumu tevsik eder
nitelikteki yeni formlar, belgeler ve bilgilendirmeler kullanilmali; tim ilgili
calisanlar bu konuda gercek kisiye yeterli diizeyde detayli bilgiyi saglamak ve
referanslar1 gOstermek konusunda egitilmelidir. Mutlak surette, Kisisel
Verilerin aydinlatilmis onaylariin yer aldigi yazili formlar ile elde edilmesi
temin edilmelidir.

The disclosure statement shall be fulfilled during acquiring Personal data in
writing. Also, even if all kinds of forms and contracts including Consented
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Communication Forms to be obtained from the persons with whom customer
relationship has been established are considered within the scope of the
exception under the Law as regards processing the relevant data group, it
should be revised in a manner that it shall show express consent of the Data
Relevant Person in regard to processing personal data. New forms, documents
and information evidencing their compliance with the Law in customer
relationships should be used; all relevant employees should be trained in the
issue of providing detailed information in sufficient level to a real person in this
regard and showing references. Personal data should be procured to be
acquired with the written forms containing disclosure consents at all times.

So0zlu Sekilde Kisisel Veri Elde Edilmesi:
Acquiring Personal Data \Verbally:

Cagr1 Merkezi v.b. araciligiyla veri elde edilmesi sirasinda Kisisel Verilerin
islenmesine iligkin aydinlatma yiikiimliliigiine iliskin bilgi verilmelidir. S6zli
veri elde edilmesi sirasinda, Onceden bilgi verilmek kaydiyla goriismenin
kaydedildigi hatirlatilmali ve Kisisel Verilerinin Aydinlatma Metni kapsaminda
islenecegi konusunda onay verildigi teyit edilmelidir. Calisan ve Cagri Merkezi,
is yapig surecleri bu cercevede yeniden gozden gecirilmeli ve uygulamaya
konulmalidr.

The information relating to disclosure statement obligation should be provided
in regard to processing personal data while acquiring data through Call Center
etc. It should be reminded that negotiation is recorded provided that prior
consent is granted during acquiring verbal data and it should be verified that
the consent has been granted in the issue indicating that it is processed within
the scope of the Disclosure Text of Personal Data. Throughput processes of
Employee and Call Center should be reviewed and implemented within this
framework.

Elektronik Ortamda Kisisel Veri Elde Edilmesi:
Acquiring Personal Data in Electronic Environment:

Elektronik ticaret kanallar1 ve/veya Sirket’in diger internet kanallar1 ile elde
edilen veriler de dahil olmak uzere, Kisisel Verilerin elde edilmesi ve
islenmesini gerektiren mesafeli satis sozlesmeleri dahil tim sozlesme ve
belgeler / baglant1 adresleri / internet sayfalar1 Kisisel Verilerin islenmesine
iliskin aydinlatma yiikiimliligiinii yerine getirecek sekilde revize edilmelidir.
Aydinlatma Metni internet sayfalarindan ulasilabilecek sekilde, Sirket’in
internet sitesinde yer almali ve veri elde edilmesini gerektirebilecek her baglanti
adresinde veri elde edilmesi icin Sirket tarafindan veri islenmesinin
onaylanmasini gerektiren sistemler kurulmalidir. MUmkin oldugu kadar Kisisel
Verilerin islenmesine onay verildigi agikga isaretlenmedikge, girilen hicbir bilgi
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ve belge otomatik olarak Sirket sistemine kaydedilmemeli ve/veya
islenmemelidir.

All contracts and documents/connection addresses / Internet web sites including
distant sales contracts requiring acquiring and processing Personal data
including the data acquired with electronic commerce channels and/or other
Internet channels of the company should be revised in a manner that they shall
fulfil disclosure statement obligation regarding the processing personal data.
Disclosure Text should be included on the Internet web site of the Company in a
manner that shall be accessed from the pages of Internet web site and the
systems requiring approval of data processing by the Company should be used
for acquiring data at each connection address that shall require that the
Company is included on the Internet web site or data is acquired in a fashion
that can be accessed from Internet web pages. To the extent consent has been
granted to the processing of Personal Data as far as possible is not clearly
marked, no information and document so entered should not be recorded and/or
processed to the Company system as the entered information and document.

VIII. SIKAYET SURECLERINE iLISKiN PROSEDURLER
VIII. PROCEDURES RELATING TO COMPLAINT PROCESSES

Kisisel Verileri Sirket tarafindan islenen Veri Sahipleri tarafindan yapilacak sikayetler,
Sirket tarafindan en kisa slre icerisinde ve en ge¢ 30 gun icerisinde cevaplandiriimali
ve sonuclandirilmalidir.

The complaint to be made by the Data Owner whose Personal Data Company is
defined by the Data Owners as far as possible and it should be responded within
maximum 30 days and should be concluded.

Veri Sahibi, talep ve sikayetlerini Sirket’e ilgili birim tarafindan kimlik kontroli
yapilmak kaydiyla sahsen veya noter onayli vekélet sunulmasi kaydiyla vekaleten
yapabilirler. Noter kanali ile yapilan bagvurular ve givenli elektronik imza
kullanilmak kaydiyla kayithi elektronik posta adresleri ile Sirketin e-posta adresine
yapilabilir.

Data Owner can perform its request and complaint in proxy provided that personal or
notarized power of attorney are included in person without prejudice to identification
inspection by the relevant unit to the Company. Application made with notary channel
can be made to the e-mail address of the Company with registered e-mails provided
that secure electronic signature is to be used.

E-posta ve telefon yoluyla gelen taleplerle ilgilenen Sirket c¢alisanlarinin Sirket
tarafindan tutulan herhangi bir kisisel bilginin agiklanmas1 konusunda dikkatli olmalari
konusunda egitimden gegirilmelidirler. Bu calisanlar, 6zellikle;
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e Kisisel Verinin, kisisel veriyi almaya yonelik bir hakka sahip olan/yetkisi olan
kisiye verildiginden emin olmak icin, ¢agri yolu ile ulasan kisinin kimligini
kontrol etmelidirler;

e (Calisanlar, arayanin kimliginden emin olmadiklar1 ya da kimliklerinin kontrol
edilemedigi bir c¢agr1 alirlarsa, arayanin talebini yazili olarak iletmesini
onermelidirler.

e Zor durumlarda yardim i¢in mudurlerine bagsvurmalidirlar. Hi¢ kimse Kisisel
\erinin agiklanmasi i¢in zorlanmamalidir.

The Company should be subject to training and they should be very careful on the
issue of disclosure of personal information kept by the Company as regards those
dealing with the request via e-mail and phone. These employees should especially;

e The identity of the person accessing via call should be inspected for ensuring
that the personal data is provided to the person entitled/authorized to receive
personal data.

e |f the employees are not sure of the caller identity or fail to inspect their
identities and receive a call under these circumstances, it should be
recommended that the caller request should be communicated in writing.

e Managers should be consulted for help in difficult conditions. No one should be
forced to disclosure of personal data.

Bir calisanin, yukaridaki prosedrlere tabi olmak kaydiyla, Veri Sahiplerinden bir
bildirim / talep almasi halinde, bu durum bu bildirimin / talebin alinmasini1 takiben
derhal Sirketin ilgili birimine yazili sekilde rapor edilmeli ve bu taleplere cevap
verilirken, s6z konusu birimin tim talimatlarina uygun hareket edilmelidir. S6z konusu
is birimi, sikayetleri / talepleri ¢6zumlemek icin ilgili is biriminden ve destek
birimlerinden bu konuda yetkilendirilmis kisilerle baglant1 kurmalidir.

Provided that an employee receives a notification/request from the Data Owner
provided that an employee is subject to the procedures above, this case should be
immediately reported in writing to the relevant department of the Company with
immediate effect following obtaining this notification/request and it should be acted in
compliance with all instructions of the said unit while responding to these requests.
The said business unit should establish a connection with the persons authorized in
this regard from the relevant business unit and support units for solving these
complaints/requests.

Veri Sahibinden gelen talepler 6zenli bir sekilde rapor edilmeli ve gozden gegirilmeli,
Sirket tarafindan yetkilendirilmis kisiler, talebin niteligini de g6z Oninde
bulundurarak, en fazla 30 giin icerisinde olmak sartiyla, mimkiin olan en kisa surede
ve Veri Sahibine ek bir masraf yansitilmaksizin s6z konusu sikayetler yanitlanacak ve
talepler uygulanabilir olmasi halinde yerine getirilmelidir.
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The requests from Data Owner should be meticulously reported and reviewed; the
persons authorized by the Company should consider the nature of the request and the
said complaints and requests should be fulfilled to the extent they are applicable
without incurring an additional expense to the Data Owner and within the shortest
time possible provided that it shall be within maximum 30 days.

Kisisel Verilerin silinmesi, yok edilmesi ve anonim hale getirilmesi de dahil, her tir
Veri Sahibi talebinin incelenmesine iliskin takip eden slre¢ asagidaki sekilde
olmalidir:

The following process in relation to review of the request of the Data Owner including
erasing, destruction and anonymization of the personal data should be as follows:

- Sirketin Kigisel Verilerin Korunmasi ile ilgili yetkilendirmis oldugu kisiler
(komite/birim), talebin/sikayetin gegerli olup olmadigina ve kimlik teyidi ya da ek
bilginin gerekli olup olmadigina karar vermek icin talebin ilk degerlendirmesini
yapmalidirlar.

- First evaluation of the request should be made for deciding whether or not
identification verification or additional information is required and the
request/complaint is applicable or not by the relevant authorized persons
(committee/unit) in regard to Personal data protection of the company.

-llgili birim, birey ile yazili olarak baglanti kurarak, Veri Sahibinin erisim talebinin
alindigin teyit etmeli, gerektigi takdirde kimlik teyidi, ek bilgi talebi ya da bagvurunun
yeterli gorilmemesi olmas1 durumunda talebi reddebilecektir.

-The relevant unit should verify the receipt of the access request of the Data Owner by
establishing a connection in writing with the individual; if required, its request shall
be rejected if identification confirmation, additional information or application's being
insufficient.

-Tam ilgili elektronik ve basili dosyalama sistemleri (Gzerinde bir arama
diizenlenmelidir.

- A search should be arranged on all relevant electronic and printed filing systems.

- Ilgili birim, komplike durumlari, 6zellikle de talebin tictincl kisiler ile ilgili bilgiyi
icerdigi ya da Kisisel Verilerin ifsa edilmesinin ticari gizlilige ya da hukuki sureclere
zarar verebilecegi durumlar, sirket ici ilgili birimler ya da Gglncl kisi danismanlara
sevk edebilir ve talebin yanitlanmasi konusunda destek alabilir.
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-The Relevant unit may submit the complicated statuses, especially in cases where the
information related to the persons or disclosure of Personal data can submit to in-
house relevant units or third-party consultant and may get support in the issue of
responding the request.

- Tlgili birim, talep edilen bilgileri kolaylikla okunabilir bir formatta diizenlemelidir.

- It should issue in a readable format with ease in a format as regards the requested
information.

Ilgili birim, Sirket adina Veri Sahibinin talebini kabul edebilir ya da gerekgesini
aciklayarak yazili ya da elektronik ortamda reddedebilir. Bununla sinirli olmaksizin,
Ozellikle Kanun’un uygulanmasina iligkin istisnalardan birinin s6z konusu oldugu
hallerde talep reddedilebilecektir. Veri Sahibinin talebi kabul edilirse, talep Sirket’in
ilgili birimleri tarafindan derhal yerine getirilecektir.

The relevant unit may accept the request for Data Owner on behalf of the Company or
describe its justification and reject the same in writing or electronically. Without
limitation to the foregoing, in case of exceptions relating to enforcement of the Law,
the request can be able to be rejected. If the request of the Data Owner is accepted,
the request shall be immediately fulfilled by the relevant unit of the Company.

Sikayet sahibi, Sirket tarafindan verilecek cevap ya da tespite tamamen ya da kismen
itiraz edebilecek ve ilgili birim veya Sirket calisanin1 bu konuda bilgilendirebilecektir.
Ilgili ¢alisan derhal ilgili birime bilgi verecektir. Boyle bir durumda, sikayet talebi
yeniden degerlendirilecek ve nihai olarak cevaplandirilacaktir.

The complaint owner shall be able to wholly or partially object to the response or
determination to be given by the Company and the relevant unit or the Company
employee shall be able to be informed about this issue. — The relevant employee shall
provide the relevant unit with the information. In such a case, the request for
complaint shall be re-considered and shall be finally responded.

Uygulanacak prosediir ve surelere iliskin ilk surelere uygulanabilir prosedir ve sireler
gecerli olacak olup bu durum Kanun’un Ongordiigii sirelerin kesilmesi veya
durdurulmasi anlamina gelmeyecektir. Zira, ikinci kez degerlendirmeye iliskin talepler
kanuni bir yukimlilik kapsaminda degil salt miisteri memnuniyeti agisindan yeniden
degerlendirilecektir.

The procedures and periods to be applied to the initial periods in regard to applicable
procedures and periods shall be valid and this case should not be construed that this
case interrupts or stop the period stipulated in the Law. Indeed, the requests relating
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to the second time evaluation are not within the scope of a legal obligation and shall
be re-considered regarding only customer satisfaction.

Kanun uyarinca, Veri Sahibinin ilk sikayet bagvurusuna verilecek ilk yanittan itibaren,
Sirket’in cevabini 6grendigi tarihten itibaren otuz ve her hélde ilk basvuru tarihinden
itibaren altmis gun icinde Kurula bagvurma hakki vardir ve s6z konusu slrelere riayet
edilmesi hak disiiriicii niteliktedir.

As per the Law, the Data Owner is entitled to apply for the Board within sixty days as
of the first application date at all times and thirty as of the date when the response of
the Company is learned and adhering to the said periods is in foreclosure of his
response of the Company as of the first response where the first complaint application
IS to be provided.

IX. KISISEL VERILERIN KORUNMASI KURUMU iLE ILETISIM

IX. PROTECTING PERSONAL DATA CORPORATION AND
COMMUNICATION

Sirket, devlet sirlarin1 igeren bilgi ve belgeler hari¢ olmak tzere; Kurulun, inceleme
konusuyla ilgili istemis oldugu bilgi ve belgeleri 15 gun iginde gondermek ve
gerektiginde yerinde inceleme yapilmasina imkan saglamak zorundadir.

Excluding the information and documents containing the state secrets, the Company is
obligated to submit the information and documents requested by the Board in relation
to its field within 15 days and to allow an investigation to be conducted in place when
It IS necessary.

Sirket’in ilgili birimi Kurum ile yapilacak yazismalar1 gergeklestirecek is birimi olarak
belirlenmeli ve calisanlar, Kisisel Verinin korunmasina iliskin Kurul ile her tirli
iletisimi ilgili birime yonlendirmelidirler.

The relevant unit of the Company should be determined as the business unit that shall
perform the correspondences to be made with the Board and they should direct all
kinds of communications to the relevant unit with the Board in relation to the
protection of personal data.

Sirket c¢alisanlarinin, Kurul’un re’sen ya da sikdyet (zerine yapilan sorusturmanin
sonucunda verilen kararlarina, gecikmesiz ve bildirimden itibaren en ge¢ 30 gin
icerisinde uyulmasi saglanmalidir.

It should be ensured that the decisions rendered as a result of the investigation
conducted upon the complaint or ex officio by the Board should be adhered to without
delay and within 30 days at the latest as of the notification.

37
DP

1



m

Sirket, Kurulun aktif olarak faaliyete gecmesi ve Kisisel Verileri Koruma Kurumu
nezdinde olusturulacak baskanlik teskilatinin olusumunu takiben Kurulun gézetiminde
ve Kisisel Verileri Koruma Kurumu Baskanligi tarafindan kamuya acgik olarak
tutulacak Veri Sorumlular1 Sicili’ne, Kurul tarafindan Veri Sorumlular1 Siciline kayit
zorunluluguna getirilecek istisnalara tabi olmadikga, kayit olmalidir.

The Company should be registered to the Data Relevant Person Registration to be
kept publicly by the Department of Personal Data Protection Institution and under the
supervision of the Board following establishment of presidency organization by being
formed within the Personal Data Protection Institution and after the Board actively
operates unless they are subject to the exceptions to be brought forth to the
registration obligation of the Data Relevant Persons.

X. KISISEL VERILERIN KORUNMASI VE ISLENMESI POLITiKASI YONETIM
YAPISI

X.PERSONAL DATA PROTECTION AND PROCESSING POLICY MANAGEMENT
STRUCTURE

Sirket tarafindan KVK Kanunu dizenlemelerine uygun hareket edilmesi ve Kisisel
Verilerin Korunmasi ve Islenmesi politikas: ve prosediirlerini yiiriitmek Gzere Karar
Kurulu ve birim/komite olusturmalidir.

A Decision Board and unit/committee should be formed by the company for executing
the policy and procedures on Personal Data Protection and Processing Policy and
acting in compliance with the regulations of Personal Data Protection and Processing
Policy.

Bu Karar Kurulu ve birim/komitenin gorevleri;
Duties of this Decision Board and unit/committee;

1Kisisel Verilerin Korunmas1 ve Islenmesi ile ilgili kararlar alarak, tst yonetime
sunulmak tizere st kurula iletmek,

Adopting decisions relating to Personal Data Protection Policy and communicating
them to be submitted to the top management,

2Kisisel Verilerin Korunmasi ve Islenmesi ile ilgili Politika’da degisiklikler yapmak,
Politikanin uygulanmasini ve denetimini saglamak,

Making amendments in Personal Data Protection and Processing Policy and ensuring
implementation and audit of the Policy,

3KVK Kanunu ve ilgili mevzuat cercevesinde yapilmasi gereken hususlari tespit
etmek,

Determining the considerations to be performed within the framework of Personal
Data Protection Law and the relevant legislation,
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3 Kisisel Veri sahiplerinin bagvurularini degerlendirmek,
Evaluating the applications of personal data owners,

4 Kigisel Verilerin Korunmasi ile ilgili gelismeleri takip etmek, ilgilileri
bilgilendirmek suretiyle uygulanmasini saglamak ve gerekli 6nlemleri almak,
Following up the developments relating to Personal Data Protection and
informing those concerned and ensuring their implementation and taking
required measures

XI. POLITIKA’NIN UYGULANMASINA ILISKIN iISTISNALAR
X1. EXCEPTIONS RELATING TO IMPLEMENTATION OF THE POLICY

KVKK. 28. Maddesi uyarinca 6ngoriildiigii tizere, Kanun’un uygulanmayacagi
asagidaki hallerde, isbu Politika da uygulanmayacaktir:

As stipulated under Article 28 of Personal Data Protection Law, this Policy shall not
also be implemented in the following cases where the Law is not implemented:

— Kisisel Verilerin, Uglincu kisilere verilmemek ve veri giivenligine iliskin
yikumluliklere uyulmak kaydiyla gercek kisiler tarafindan tamamen kendisiyle
veya ayni konutta yasayan aile fertleriyle ilgili faaliyetler kapsaminda
islenmesi;

- Provided that Personal data is not provided to the third parties and the
obligations relating to data security are adhered to, processing the same within
the scope of the operations related to the family individuals living with fully
itself or living in the same housing by the real persons;

— Kisisel Verilerin resmi istatistik ile anonim héle getirilmek suretiyle
arastirma, planlama ve istatistik gibi amaclarla islenmesi;

- Processing the purposes of investigation, planning and statistics by
anonymizing the personal data with official statistics;

— Kisisel Verilerin milli savunmay1, milli giivenligi, kamu giivenligini, kamu
diizenini, ekonomik giivenligi, 6zel hayatin gizliligini veya kisilik haklarimi
ihlal etmemek ya da suc teskil etmemek kaydiyla, sanat, tarih, edebiyat veya
bilimsel amagclarla ya da ifade 6zgiirligii kapsaminda islenmesi;
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- Provided that the personal data does not breach the natural defence, national
security, public security, public order, economic security and confidentiality of
private life or personality rights are not breached and does not constitute a
crime, processing the same within the framework of artistic, historic, literature
or scientific purposes or freedom of speech;

— Kisisel Verilerin milli savunmay1, milli giivenligi, kamu giivenligini, kamu
diizenini veya ekonomik giivenligi saglamaya yOnelik olarak kanunla gérev ve
yetki verilmis kamu kurum ve kuruluslar1 tarafindan yuratilen o6nleyici,
koruyucu ve istihbari faaliyetler kapsaminda islenmesi;

- Processing the personal data within the scope of preventive, protective and
intelligence operations executed by public institutions and organizations so
authorized and office with the law in regard to ensuring national defence,
national security, public safety, public order or economic security;

—Kisisel Verilerin sorusturma, kovusturma, yargilama veya infaz islemlerine
iliskin olarak yargi makamlar1 veya infaz mercileri tarafindan islenmesi.
—Processing the personal data by judicial or enforcement authorities in
relation to the investigation, proceedings, litigation or execution procedures.

Aydinlatma yiikiimliligii haric olmak Uzere, Veri Sahipleri asagidaki istisnalarin
birinin  varligi halinde Kanun ve isbu Politika’da dlzenlenen haklarini
kullanamayacaktir:

Excluding disclosure statement, the Data Owners shall not be able to exercise the
rights set out in this Policy and the Law in case of presence of the following
exceptions:

—Kisisel Veri islemenin su¢ islenmesinin 6nlenmesi veya su¢ sorusturmasi
icin gerekli olmas;

- Processing personal data being required for prevention of committing an
illegal act or offence investigation;

— Veri Sahibinin kendisi tarafindan alenilestirilmis Kisisel Verilerin islenmesi;

- Processing personal data made public approach armature the Data Owner
itself;
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— Kisisel Veri islemenin kanunun verdigi yetkiye dayanilarak gorevli ve yetkili
kamu kurum ve kuruluslar1 ile kamu kurumu niteligindeki meslek
kuruluslarinca, denetleme veya diizenleme gorevlerinin ydrattlmesi ile disiplin
sorusturma veya kovusturmasi igin gerekli olmast;

- Processing personal data being required for disciplinary investigation or
prosecution and executing audit or regulatory duties by assigned and
authorized public institutions and organizations and professional organizations
in nature of public institutions by the power granted by the law

- Kisisel Veri islemenin biitce, vergi ve mali konulara iliskin olarak Devletin
ekonomik ve mali gikarlarinin korunmasi igin gerekli olmasi.

- Processing personal data being required for protecting the economic and
financial interest of the State in relation to the budget, tax and financial
matters.

Yukarida sayilanlar diginda, tamamen veya kismen otomatik olan ya da herhangi bir
veri kayit sisteminin parcasi olmak kaydiyla otomatik olmayan yollarla elde edilen
Kisisel Veriler de bu Politika’nin kapsami disindadir. Bu gercevede, Sirket nezdinde
herhangi bir veri kayit sisteminde yer almayan tim veriler bakimindan Kanun ve isbu
Politika uygulanmayacaktir. Sirket’in s0z konusu veriler ile ilgili sorumlulugu T.C.
Anayasasi ve TUrk Ceza Kanunu hikumleri ile sinirli olacaktir.

Except for the foregoing, the personal data that is wholly or partially automatic or
acquired by non-automatic means provided that it shall be a part of any data
registration system are outside the scope of this Policy. In this context, the Law and
this Policy shall not be applied in terms of all data not contained in any data
registration system within the Company. The responsibility of the Company in relation
to the said data shall be limited to the provisions of Constitution of the Republic of
Turkey and Turkish Penal Code.

XI1. IYILESTIRME VE DEGISIKLIKLER
XI1. IMPROVEMENTS AND AMENDMENTS

Sirket calisanlarinin Kisisel Veriler konusu ve Kanun hakkinda sorular1 ya da
sorunlarini gorevlendirilecek birime yoneltmesi uygun olur.

It would be appropriate for the Company employees should direct their questions or
issues regarding the field of Personal data and the Law to the unit to be assigned.

Kanun uyarinca hazirlanacak ve yiiriirliige girecek Yonetmelik ve diger ikincil
mevzuat uyarinca gerekli degisiklikler yapilarak giincellestirilmesi gerekecektir.

Required amendments shall be made and updated as per the Regulation and other

secondary legislation to be prepared and to be effective as per the Law.
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SONUC VE SORUMLULUK
CONCLUSION AND RESPONSIBILITY

Sirket, 6698 Sayili Kisisel Werilerin Korunmasi Kanunu geregince Turkiye
Cumhuriyeti Anayasasi1 ve Turk Ceza Kanunu hukumleri ile kisisel veri korumasina
iliskin uluslararasi genel ilkelere uyumlu tim sdrecleri yonetmeli ve yerine
getirmelidir.

The Company should manage and fulfil all processes in compliance with general
international principles in relation to personal data protection and the provisions of
the Constitution of the Republic of Turkey and Turkish Penal Code as per the Personal
Data Protection Law no. 6698.

Bu Islemler yerine getirilirken Kisisel Verilerin Koruma Kurulu tarafindan 31.01.2018
tarih ve 2018/10 sayili karar1 goz 6nunde bulundurulmalidir.

The decision dated 31/01/2018 and no. 2018/10 of the Personal Data Protection
Board should be taken into consideration while fulfilling these procedures.
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Ozel Nitelikli Kigisel Verilerin islenmesinde Veri Sorumlularinca Alinmasi Gereken
Yeterli Onlemler

6698 sayil Kisisel Verilerin Korunmasi Kanununun (Kanun) 6 nc1 maddesinin (4) numarali
fikrasinda, “Ozel nitelikli kigisel verilerin iglenmesinde, ayrica Kurul tarafindan belirlenen
yeterli onlemlerin alinmas: garttir.” hilkkmii yer almaktadir,

Bu gergevede, Kanunun 22 nci maddesinin (1) numarali fikrasimin (¢) ve (e) bentleri uyarinca
ozel nitelikli kigisel veri isleyen veri sorumlulan tarafindan alinmas: gereken yeterli énlemler
Kigisel Verileri Koruma Kurulu tarafindan agagidaki sekilde belirlenmistir:

1- Ozel nitelikli kisisel verilerin giivenligine yonelik sistemli, kurallar net bir gekilde belli,
yonetilebilir ve siirdiiriilebilir ayn bir politika ve prosediiriin belirlenmesi,

2- Ozel nitelikli kigisel verilerin islenmesi siireglerinde yer alan ¢ahsanlara yonelik,

a) Kanun ve buna bagh yonetmelikler ile 6zel nitelikli kigisel veri giivenligi konularinda
diizenli olarak egitimler verilmesi,

b) Gizlilik sézlegmelerinin yapilmasi,

¢) Verilere erigim yetkisine sahip kullamcilarin, yetki kapsamlarinin ve siirelerinin net
olarak tamimlanmasi,

¢) Periyodik olarak yetki kontrollerinin gergeklegtirilmesi,

d) Gorev degigikligi olan ya da igten ayrilan galiganlanin bu alandaki yetkilerinin derhal
kaldilmasi. Bu kapsamda, veri sorumlusu tarafindan kendisine tahsis edilen
envanterin iade alinmasi,

3- Ozel nitelikli kigisel verilerin islendigi, muhafaza cdildigi ve/veya erisildigi ortamlar,
elektronik ortam ise

a) Verilerin kriptografik yontemler kullamilarak muhafaza edilmesi,

b) Kriptografik anahtarlann giivenli ve farkl ortamlarda tutulmasi,

¢) Veriler (zerinde ger¢eklestirilen tiim hareketlerin iglem Kkayitlanmin giivenli olarak
loglanmasi,

¢) Verilerin bulundugu ortamlara ait giivenlik giincellemelerinin siirekli takip edilmesi,
gerekli giivenlik testlerinin diizenli olarak yapilmasi/yaptiriimasi, test sonuglaninin kayit
altina alinmas,

d) Verilere bir yazzhm aracihf ile erigiliyorsa bu yazlima ait kullame
yetkilendirmelerinin yapilmasi, bu yazihmlann giivenlik testlerinin diizenli olarak
yapilmasy/yaptirilmasi, test sonuglarinin kayit altina alinmas:,

e) Verilere uzaktan erigim gerekiyorsa @8 az iki kademeli kimlik dogrulama sisteminin
saglanmasi, _Dbp

1



m

4- Ozel nitelikli kigisel verilerin iglendigi. muhafaza cdildigi ve/veya erisildigi ortamlar,

fiziksel ortam ise

a) Ozel nitelikli kigisel verilerin bulundugu ortamin niteligine gére yeterli giivenlik
dnlemlerinin (elektrik kagagi, yangin, su baskin, hirsizlik vb. durumlara karg)
alindifindan emin olunmasi,

b) Bu ortamlann fiziksel giivenliginin saglanarak yetkisiz girig ¢ikiglarin engellenmesi,

5- Ozel nitelikli kisisel veriler aktarilacaksa

a) Verilerin e-posta yoluyla aktarilmasi gerekiyorsa sifreli olarak kurumsal e-posta
adresiyle veya Kayith Elektronik Posta (KEP) hesabi kullanilarak aktarilmasi,

b) Tagnabilir Bellek, CD, DVD gibi ortamlar yoluyla aktarilmas: gerekiyorsa kriptografik
yontemlerle sifrelenmesi ve kriptografik anahtarin farklh ortamda tutulmasi,

¢) Farkh fiziksel ortamlardaki sunucular arasinda aktarma gergeklegtiriliyorsa, sunucular
arasinda VPN kurularak veya sFTP yontemiyle veri aktariminin gergeklestirilmesi,

¢) Verilerin kagit ortami yoluyla aktarimi gerekiyorsa evrakin ¢alinmasi, kaybolmas: ya
da yetkisiz kigiler tarafindan goriilmesi gibi risklere karsi gerekli énlemlerin alinmasi
ve evrakin “gizlilik dereceli belgeler” formatinda génderilmesi

gerekir,

6- Yukanda belirtilen &nlemlerin yam sira Kigisel Verileri Koruma Kurumunun internet

sitesinde yayimlanan Kigisel Veri Giivenligi Rehberinde belirtilen uygun giivenlik
diizeyini temin etmeye yonelik teknik ve idari tedbirler de dikkate alinmahdir.
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Sufficient Measures Required to be Taken by Data Supervisors in Processing Special

Quality Personal Data

The paragraph (4) of Article 6 of the Personal Data Protection Law (Law) no. 6698 sets forth
that "Sufficient measures designated by the Board should also be taken in processing Special
Quality Personal Data."

Within this framework, as per (d) and (f) clauses of the paragraph no. 1 of Article 22 of the
Law, sufficient measures required to be taken by data supervisors processing Special Quality
Personal Data are determined as follows by Personal Data Protection Board:

1 Determination of a systematic, sustainable and manageable separate policy and procedure
with clear rules intended for the security of Special Quality Personal Data,
For employees in the processes of processing Special Quality Personal Data,

2

a)

b)
c)

d)
e)

Providing regular training on the issue of Special Quality Personal Data with the Law
and its affiliated regulation,

Executing confidentiality contracts

Clearly defining the users holding access authority to the data and authority scope and
periods,

Performing periodic authority checks,

Immediately removing the authorities of those subject to post change or dismissal in this
field. In this context, accepting the return of inventories allocated to itself by data
supervisor,

If the environments where Special Quality Personal Data is processed, maintained and/or
accessed are an electronic environment

a)
b)

c)
d)

e)

Maintaining data by using cryptographic methods,

Keeping cryptographic keys safe and different environments,

Transaction records of all activities performed on data should be logged securely,
Continuously following up security updates pertaining to the environment of data,
performing/causing to perform regularly required security tests, recording test results,
If data is accessed via software, user authorization pertaining to this software should be
made and security tests of this software should be regularly performed or caused to be

performed, recording test results,
If access is required remotely to data, providing minimum two-level authentication
system,
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If the environments where Special Quality Personal Data is processed, maintained and/or
accessed are a physical environment

a) Ensuring that sufficient safety measures are taken as to environment nature where Special

Quality Personal Data is available (electrical leakage, fire, flood, theft, etc.)
b) Preventing unauthorized entrance and exit by ensuring the physical security of these
environments,

If Special Quality Personal Data is to be transferred

If data is required to be transferred via e-mail, transferring the same with corporate e-mail
address having a password or using Registered Electronic Mail (KEP) account,

If it is required to be transferred via environments such as CD, DVD and portable memory,
they should be encoded with cryptographic methods and keeping cryptographic keys in
different environments,

If the transfer is carried out among the servers in different physical environments, VPN is
installed among the server or performing data exchange with sSFTP method,

If data is required to be transferred via the paper environment, taking required measures
against the risk such as theft of document, loss of it or accessing it by unauthorized persons
and the document should be sent in "confidentiality degree documents".

6- Besides the measures above, technical and administrative measures should be taken into

consideration in regard to providing appropriate security level specified in Personal Data
Security Guide published in the Internet web site of Personal Data Protection Institution.
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